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1. IlepeyeHb NJAHHPYEMBIX PpPe3yJbTATOB O0y4YeHHs 10 AUCHUILUIMHE (MOAYJI0), COOTHECEHHBIX ¢
IVIaHMPYyeMbIMH pe3yiabTaTamu ocBoeHust OIIOII BO

OO0y4aronuiicsi, OCBOUBIINNA AUCITUILTHHY (MOIYIIB), JOJDKEH 001a1aTh CIEAYIONMMH KOMIIETCHIIAAMU:

Mudp Pacmingposka
KOMIeTeHIINH NpHOOpeTaeMOii KOMIETEeHIINT
OIIK-10 Crioco0eH KOHTPOJIMPOBATh M 00eCIIeYnBaTh NPOU3BOJICTBEHHYIO M DKOJIOTHUECKYIO 0€3011acCHOCTh Ha

[paboumx mMecrax

OIIK-10.1 BHATH METOJBI KOHTPOJS W 00ECHeueHHs MPOU3BOACTBEHHONW M SKOJIIOTHYECKOW OE30TacHOCTh Ha
pabounx Mectax

OIIK-10.2 YMeTh TpHMEHSITh METOAbl KOHTPOJIE W oOecleueHHs IPOM3BOJACTBEHHONH M 3KOJIOTHYECKOM
(0e301acHOCTh Ha paboUYNX MecTax

OIIK-10.3 BrameTr HaBBHIKAMH TPUMEHEHHS METONOB KOHTPOIS W OOCCIICYCHUS NPOHM3BOIACTBEHHOW U
PKOJIOTHUYECKOM O€30MacHOCTh Ha pabounx MecTax

OO0y4aroniuiicsi, OCBOUBIINNA UCITUILTHHY (MOIYIIB):

JlomxeH 3HaTh:
OCHOBHBIC METO/IbI KOHTPOJIS U 0OecrieueHus HH)OPMAIIMOHHOM 0e30MacHOCTH B PO(ECCHOHANBHOM chepe.

JloJDKeH yMmeTh:
NPUMEHSATh OCHOBHBIE METOIbl KOHTpOJIsi W olecriedeHus HMHGOpPMAaIMOHHOW  0e30macHOCTH B
npodeccronansHo# chepe.

JlomxeH BlaneTh:
HaBBIKAMHU IIPUMECHEHUS OCHOBHBIX METOJIOB MH(POPMAIMOHHOW 6€30I1acHOCTH B MpodeccHoHabHOU cdepe.

2. Mecto qucuumiunel (MoayJsi) B ctpykrype OIIOII BO

JanHas pgucuummmHa (Monynp) BkmoueHa B biok 1 "duenwmmmaer  (Moxymu)" B1.0.05.07 ocHoBHOM
npodeccHOHaNbHOIN 00pazoBaTenbHON mporpammbl 15.03.06 «MexatpoHuka u poOoToTexHHKa» (DU3Mdeckne OCHOBHI
MEXaTPOHHUKH M POOOTOTEXHHUKH)" M OTHOCHUTCS K 00513aTEIIbHON 4acTH.

OcBamnBaercs Ha 3 Kypce (3uMa).

3. O0beM AuCHMILVIMHBI (MOAYJISA) B 32a4eTHBIX €AMHMLAX C YKA3aHMEM KOJIMYeCTBa 4YacoB, BbIAEJEHHbIX HA
KOHTAKTHYI0 Pa®oTy o0yvyalolmuxcsi ¢ npemnogasareieM (1o BUAAM Y4YeOHBIX 3aHATHI) M HA CAMOCTOSTEJbHYIO
padorty o0y4arommxcst

OO01as Tpy10eMKOCTh JUCIUILTHHBI COCTABIISIET 2 3a4eTHbIX(bIe) euHuUII(bI) Ha 72 yaca(oB).

KonrakrtHast pabora — 8 waca(oB), B ToM umcie Jiekiuu - 4 yaca(oB), mpakTHueckue 3aHsTHs - 0 uaca(oB),
nabopaTopHbie paboThI - 4 yaca(oB), KOHTPOJIb CAMOCTOSATENFHON paboThI - 0 yaca(oB).

CamocrostensHas pabota - 60 gaca(oB).
KonTtpons (3auér / s3x3amen) - 4 gaca(oB).

®dopma MpoMeKyTOUHOTO KOHTPOJIS TUCIUILIMHBL: 3a4eT Ha 3 Kypce (3uma) .

4. Copep:xkaHue IHCHMIUIMHBI (MOAYJisl), CTPYKTYPHPOBAaHHOe IO TemaMm (pa3zejlaM) ¢ YKazaHHEM
OTBEJCHHOI0 HA HUX KOJINYECTBA aKaJeMHU4YeCKHX YacOB U BH/I0B YYeOHBIX 3aHAT Ui

4.1 CTpyKTypa M TeMaTHYeCKHUi INIAH KOHTAKTHON W CAMOCTOSITeIbHOM PadoThI 0 AUCHUILINHE (MOAYJII0)
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Tema 1. OCHOBHBIC TIOHSITHS U aHAIUA3 YTPO3
L . yip 5 1 0 0 10
nH(OpPMAMOHHOM 6€30MaCHOCTH.
Tewma 2. ITomutuku 6e3omacHOCTH. MOIENN TTOATHK
2 A 5 1 0 1 14
0e301acHOCTH
3. [Tema 3. CrarmapTsl HHQOpPMAIIIOHHOH 0€30TacCHOCTH 5 2 0 0 10
4. |Tema 4. Kpunrorpaduyeckas 3ampra HHGOpMAaIHH. 5 2 0 2 14
5. [Tema 5. TexHoNIOTHH ayTCHTH(PUKAIINH. 5 2 0 1 12
MToro: 144 yaca (13 HUX 4 Yaca KOHTPOJIb) 4 0 4 60

4.2 CoaepkaHue JUCUMILIMHBI (MOIYJIs1)
Tema 1. OcHOBHbIE OHATHS U AHAJIN3 YIPO3 HH(POPMALMOHHOI 0€30MaCHOCTH.

OCHOBHBIC TIOHATHSI W aHAIW3 yrpo3 HWH(pOpMaruoHHOH Oe3omacHOocTH. OCHOBHBIC MOHATHA HH(OPMALMOHHON
6e3zomacHoctu. OOmue MOHATHS HMHPOPMAIMOHHON Oe30macHOCTH. AHaIM3 yrpo3 HH(DOPMALMOHHOW O€30MacHOCTH.
Knaccudukamms yrpo3 uHpopMaronHsM ciucteMaM. OCHOBHBIE METOABI 0OeciedeHNsT HHPOPMAMOHHOH 6e301macHoCTH
nH(pOPMAIMOHHBIX CUCTEM.

Tema 2. IToauTuku 6e3omacHocTu. Mo/1esId MOJUTHK 0€30IIaCHOCTH

[Nonmuruka 6e3omacHocTy. OONIME MPUHIMIBI MOJENECH MOMUTHK Oe3omacHocTh. Kiaccupukanus CyImecTBYIOIINX
MoJieriell TONMTHKY MH(DOPMAaLMOHHOH Oe3onacHocTr. CBOOOIHBIE U MaH/AATHBIE MOJAEIH HOJMTHK Oe3omacHocT. Mojenb
bemna - Jla-Ilagynel. Monens buba. Monens koHTpons menoctHocTH Kiapka-Buncona. IlonmuTtika w3buparenbHOro
pasrpaHuyeHus 10CcTyna. AHaIU3 MOJIeIel MOUTHUK 0€30TTaCHOCTH.

Tema 3. Cranaaptbl MHGOPMALHOHHOI 0€30IACHOCTH

Cranpmaptel  MHGOpPManMOHHOM  Oe3omacHocTH. Ponms  craHmapToB  MHGOPMAIMOHHON  G€30mMacHOCTH.
MexyHapoaHble  CTaHAApPTHl  MHPOPMAlMOHHOM  Oe3omacHOocTH.  OTEYECTBEHHBIE  CTaHAApThl  OE30MaCHOCTH
nHpOpManMOHHBIX TexXHOJNOrHHA. ['ocyaapcTBeHHBIE (HAalMOHAJbHBIE) cTaHAapTel P®. PykoBozsme DOKYMEHTHI
HopwmaTuBHBIE TOKYMEHTHI HHPOPMAIIMOHHOH 0€3011aCHOCTH.

Tema 4. Kpuntorpadguyeckasi 3amura naHgopmanum.

Kpunrrorpaduueckast 3ammra uH(GopManuu. OCHOBHBIE MOHSTHS KPHUITOTPa(UUECKOH 3aIUThl MH(POPMAIHH.
CuMMeTpHYHbIE KPUIITOCHCTEMBI MN(BPOBaHMSL. ACHMMETPUYHbIE KPUIITOCHCTEMBI NGB poBaHus. DyHKINS X3MIMPOBaHMUS.
OnextpoHHas uudpoBas moanuck. MeToabl Kpunrorpaduueckoil 3amutbl uHbopManuu. [Ipocreiinine anropuTMBI
ummdposanus (Cucrema mudposanus ILlesaps, [Ipocras monoandaButHas 3amena, G-KOHTypHas MHOTroaja(aBuUTHas
3amena, lIpoctas mnepecraHoBka, llepectaHoBku ['amumibToHa). DneMeHTH KpunToaHaim3a. OIlEHKa YacTOTHOCTH
CHMBOJIOB B TEKCTE.

Tema S. Texnonorun ayreHTuuKanUH.

TexHonornn ayreHTH(UKAIUN. AyTeHTH(HKAIINSA, aBTOPU3AIMS U aIMUHUCTPUPOBAHNE JIEHCTBUIN MOIB30BATEICH.
Metonbl ayreHTH(HKAanWU, ucnonbdyiomue maponu ¥ PIN-konsl. Buomerpuueckas ayTeHTH(HKALUS IOJE30BATEIIS.
ATnmapaTHO-TIPOTPAMMHEIC CUCTEMBI HWICHTU(UKAIMH U ayTeHTU(GUKAIMH. [10JCHCTEeMBl MapOJIbHON ayTeHTH(UKAINA
nosnb3oBareneil. ['eHepatopel maposedl. OlleHKa CTENEHH CTOMKOCTH MapojibHOM  3amuThl. buomerpuueckas
ayTeHTH(UKAIUS ITOJIb30BATEIS M0 KIIABUATYPHOMY ITOYEPKY. AHANHM3 JTUHAMUKA HAXKATHS KIIaBHIIL.

5. IlepedeHb y4eOHO-METOAMYECKOr0 oOOecmeYeHHs] /ISl CAMOCTOATEJbHOH padoThl 00y4YaromUXCs IO
JUCHUITHHE (MOAYJII0)

CamocrosiTenpHass paboTa OOYYAIONIMXCSl BBIMONMHSETCS IO 33aHUI0 M TPH METOJUYECKOM PYKOBOJCTBE
mpernogaBaTens, HO 0e3 ero HemocpeacTBeHHoro yuactus. CamocrosrensHas paboTa TOApas3fesieTcss Ha
CaMOCTOATENIFHYIO0 PabOTy Ha ayJUTOPHBIX 3aHATHSIX M Ha BHEAYAMTOPHYIO CAMOCTOSTENbHYIO padoTy. CaMocTosTenpHas
paboTa 0Oy4aromuxcs BKIIOYAET KaK IOJHOCTBIO CAMOCTOSATENIbHOE OCBOCHUE OTACIBHBIX TeM (Pa3[esioB) MUCLUIIIHHBL,
TaKk U npopaboTKy TeM (pa3zfenoB), OCBaUBAEMbIX BO BpeMs ayAUTOpPHOW paboThl. Bo Bpems caMOCTOSTENbHON paboTh



oOydJaromupecss 4YUTAlOT M KOHCHEKTUPYIOT y4eOHYIO, Hay4HYI0 M CHpPABOYHYIO JIMTEPATypy, BBINOJHSIOT 3aJlaHus,
HalpaBJIeHHbIE HA 3aKperjIeHUuE 3HAHUH M OTPabOTKY YMEHHH M HABBIKOB, FOTOBSATCSA K TEKYIIEMY M IPOMEKYTOYHOMY
KOHTPOJIIO 110 TUCIUIIINHE.

Opranu3anusi caMOCTOSTENbHON paboThl 00yJaroOMMXCsl PErIaMEHTHPYETCSl HOPMAaTUBHBIMU JOKYMEHTaMH, YIeOHO-
METOIUYECKOI TUTEpaTypOr U 3NEKTPOHHBIMU 00pa30BaTENbHBIMH PECYPCAMH, BKIIFOYAS:

Iopsnok opraHW3alMM M OCYIIECTBICHUS 0Opa30BaTENbHON NEATEIBHOCTH IO 00pa30BaTeNbHBIM IPOrpaMMam
BBICIIETO O0Opa3oBaHWs — TNporpamMMaM OakajaBpuara, IpoOrpaMMaM CIICIHalUTeTa, [porpaMMaM MarucTpaTypbl
(yTBepkIeHHBIN nprkazoM MUHHCTEpCTBa HayKd W BBICIIEro oOpasoBanus Poccuiickoit @exepannn ot 6 ampens 2021
roma Ne 245)

[opsnok opraHu3alMM M OCYIIECTBICHHS OOpa30BaTENBHON NEATEIBHOCTH MO 00pa3oBaTEeNbHBIM IPOrpaMMaM
BBICIIETO O00Opa3oBaHWs - IporpaMMaM OakajaBpuaTa, HpOrpaMMaM CHEHHAIUTETa, I[POrpaMMaM MarucTpaTypel
(yTBepiKaeH mmpukazoM MuHHCcTepcTBa 00pa3oBaHus U Hayku Poccuiickoit @eneparmn ot S anpens 2017 roga Ne301)

IMucemo MunncrepcrBa obpazoBanust Poccuiickoit @epepammu Nel4-55-996un/15 ot 27 mHosOps 2002 1. "O6
aKTUBH3AIMN CAMOCTOSTEIHHOM paboThI CTYJCHTOB BBICIINX y4COHBIX 3aBeICHIH"

YcraB  ¢enepanbHOr0  rocyJapcTBEHHOTO — aBTOHOMHOTO — oOpa3oBaTenbHOro — yupexxaeHus — "Kazanckuit
(ITpuBomxckuii) penepanbHbId yHUBEpCUTET"

[lpaBuna BHYTpEHHEro pacmopsiaka (elepalbHOr0 TOCYJapCTBEHHOTO aBTOHOMHOIO — 0Opa3oBaTeIbHOTO
yUpEeXIECHUs BhICIIEro nmpodeccruoHaibHoro oopasosanus "Kazauckuii (IlpuBoskckuil) ¢penepaibHblil yHuBepcuTeT"

JlokansHble HOpMaTHBHBIE akThl Kasanckoro (IIpuBomkckoro) ¢enepanrsHOTO YHUBEPCUTETA

6. ®oH/1 OLIEHOYHBIX CPeCTB M0 AUCHHMILINHE (MOAYJII0)

®OHA OLEHOYHBIX CPEICTB IO AWCIUILIMHE (MOIYII0) BKIIOYACT OIICHOYHBIE MaTepHallbl, HAIlpPaBJICHHBIC Ha
MPOBEPKY OCBOEHMsI KOMIIETEHIMI, B TOM YHCJIE 3HAHWW, YMEHUH U HaBBIKOB. DOHJA OLEHOUYHBIX CPEICTB BKJIIOYAET
OLIEHOYHBIE CPEACTBA TEKYLIET0 KOHTPOJIA U OLIEHOYHbIE CPEACTBA IPOMEKYTOUHON aTTECTAllUHU.

B ¢oHIe OLEeHOYHBIX CPEACTB COACPIKUTCS CIIeAyIoIIas HHHOPMALIHUS:

- COOTBETCTBUE KOMIIETEHIIMH IIaHUPYEMBIM pe3yJibTaTaM 00y4eHHs 10 TUCLUUILIHHE (MOAYIIIO);
- KpUTEpUH OLICHUBAHHA CHOPMUPOBAHHOCTH KOMIICTCHIUN;

- MeXaHMU3M (OPMHUPOBAHHS OLEHKHU 110 TUCLUUIIHHE (MOAYIIIO);

- ONMCAHUE MOPSIKa IPUMEHEHHS ¥ POLIEAYPbl OLCHUBAHMUS JUIsl KQKIOTO OLIEHOYHOTO CPEJICTBA;
- KpUTEPUH OLCHUBAHUS JUTS KaXKJI0r0 OLCHOYHOTO CPE/ICTBA;

- COIepXKaHWE OIICHOYHBIX CPEJCTB, BKIIOYas TPEOOBAHUS, NPEABABISCMbIC K JCHCTBHSIM OOYYarOLIUXCS,
JIEMOHCTPUPYEMBIM pe3yibTaTam, 3aJJaHusl Pa3IuYHbIX THUIIOB.

®DOoH/I OIIEHOYHBIX CPECTB MO MUCHUIUTHHE HaxoanuTcs B [Ipmnoxernn 1 k mporpaMMe TUCIHIDIHHEL (MOIYITIO).

7. llepeyeHb JUTEPATYPbl, HEOOXOAUMMOM JAJISl OCBOEHUS JUCUMILIMHBI (MOTYJI51)

OcBoeHHe AMCHMIUIMHBI (MOAYJIS) TpeIoyaraeT u3ydeHue ydeOHoW nurepaTypbl. Jluteparypa MoOXeT ObITh
JOCTYITHA 00YYAIOMIMMCS B OTHOM U3 JIBYX BapHaHTOB (JINOO B 00OMX M3 HUX):

- B DJICKTPOHHOM BHJE - 4Yepe3 3JIEKTPOHHbIE OMOIMOTEYHBIE CHCTEMBl Ha OCHOBAaHHMHM 3aKIIOYeHHBIX KDY
JIOTOBOPOB C TIPaBo00IIagaTeNIsIMHu;

- B TIeYaTHOM BHJE - B HayuHoii 6ubnmoreke Ena0yxckoro uactutyra KOY. OOyuaromuecs noIy4anT yaeOHYIO
JIUTepaTypy Ha aOOHEeMEHTE II0 YHTAaTelIbCKUM OHJeTaM B COOTBETCTBHM C TIpaBWJIaMHU II0JIb30BaHMs Haywnoi
OUOITMOTEKOMH.

OJEeKTPOHHBIE W3JaHUS JTOCTYIHBI AUCTAHIIMOHHO U3 JIF000I TOYKHM MPH BBEJICHUH O00YYAIONIMMCS CBOETO JOTHHA
U TMapois OT JWYHOTO KaOWHeTa B cucteMe "OJeKTpoHHBIH yHuBepcutetT'. Ilpn HCIONB30BaHWMM TEYATHBIX H3TaHUN
O6ubimoTeuHblii (OHA MODKEH OBITh YKOMIUIEKTOBAaH MMM M3 pacdera He MeHee 0,25 sk3eMIursipa Ha KaXAOTO
00yJaromerocs u3 4ucia JIUI, 0JHOBPEMEHHO OCBaWBAIOIINX JITAHHYIO IUCIHILIHHY

[lepeyenp nuTepaTypsl, HEOOXOMUMOHN AT OCBOCHHS IHCHUIUIMHBI (MOXYJs), Haxomutca B [Ipumoxkennn 2 K
paboueit mporpamme AUCHUIUIMHBL. OH MOIJIEKUT OOHOBICHHWIO TPHM H3MEHEHHH YCIOBHH 10roBopoB KDY ¢
npaBooOnafaTeNsIMA DJIEKTPOHHBIX M3JaHWH M IIpH HM3MEHEHWH KoMmIuiekToBaHus (ounoB HayuHoit OuGmmorexu
Enabyxckoro naeturyra KOV.

8. Ilepeuenb pecypcoB MH(pOPMAIHMOHHO-TETEKOMMYHUKANIMOHHOWH ceTu "WHTepHeT", HEOOXOAUMBIX sl
OCBOEHMSI TUCIUILTHHBI (MOAYJIs1)

«AHTHBHpYCHas 3ammurTa KoMmbloTepHbIX cuctem» HOUY BIIO "HanuoHanbHbI OTKPBITBIM YHUBEPCUTET
"MHTYUT" - http://www.intuit.ru/studies/courses/2259/155/info
«OcHoBbl nHpopmannonHoit 6e3onacHoctu»B.'anatenko HOUYY BIIO "HaunoHallbHBIA OTKPHITBIH YHUBEPCHTET



http://www.intuit.ru/studies/courses/2259/155/info

"MHTYUT" - http://www.intuit.ru/studies/courses/10/10/info
Karanor wHpopmanmonHo#t cucremsl "EnmumHoe OKHO JocTyma K oOpa3oBaTelbHBIM — pecypcam" -
https://omsu.ru/about/structure/science/ub/ISedokno/

9. MeToauueckue YKazaHud NJist oﬁyqamnmxm 0 0OCBOCHMIO JUCHUIIJIMHBI (MOI[yJIﬂ)

Bupa pador MeToanyeckne peKOMeHAALUH

hS i B Xxonme NEKIMOHHBIX 3aHATHH ClIEIyeT BECTH KOHCIEKTHPOBaHHE ydeOHOro Mmarepuana. OOpamarh
BHUMaHHE Ha KaTeropuH, (HOPMYJIMPOBKH, PACKPBIBAIOIIUE COJAEPKAHUE TEMBI, HaY4HbIC BBIBOABI U
MpaKkTHYeCKHe peKoMeHanuy. JKenarenbHo OCTaBUTh B pa00YMX KOHCIEKTaX IOJIsl, HA KOTOPBIX AelaTh
MIOMETKHU U3 PEKOMEHI0OBAHHOM JTUTEpaTyphl, JONOIHAIONME MaTepPUal MPOCIyIIaHHOM JIEKLIUY, a TaKXkKe
MOJUepKUBAIONIe O0CcOOyI0 BaXHOCTh TEX WIM WHBIX TEOPETHYECKUX MOJIOKEHUH. 3anaBaTth
IIPEnoIaBaTe0 YTOYHSIOUINE BONPOCH] C LENbI0 YACHEHUS TEOPETHUECKUX MON0KEHUH, IPaKTHUECKUX
PEKOMEHIAINN, pa3pelieHns NpOOJIEMHBIX CHUTyanuil. B Xozle MOArOTOBKM K JIEKIMOHHBIM 3aHATHAM
MIOBTOPUTHh HW3JI0OKEHHBIA paHee Y4eOHBIH MaTephasl, 03HAKOMHUTHCS C OCHOBHOH W JOIIOTHUTEIHHOI
IuTepaTypod, wHHpopManueil W3 PEKOMEHIOBaHHBIX VIHTEpHET-pecypcoB MO M3YYEHHOH TeMe.
JHopabaTeIBaTh CBOM KOHCIIEKT JICKIMH, /1eJIasi B HEM COOTBETCTBYIOIIME 3allMCH N3 PEKOMEHIO0BAHHOMN
OCHOBHOH W JIOTIOJTHUTENILHOM JMTEepaTypsl, IHTEpHET-pecypcoB Mo MPOOIEMHBIM BOIIPOCAM.

nabopatopHsle | Beimonnenne mabopaTopHBIX paboT HampaBlIeHO Ha 0000IIeHHe, CHCTEeMAaTH3aluio, YIIyOJeHHE

paboTsI TEOPETHUYECKUX 3HAHWH; (OPMUPOBAHHE yMEHHWH NPHMEHSTH MONyYCHHBIC 3HAHUS B IIPAKTHYECKOH
JEATEIbHOCTH; PA3BUTHE AHAIUTUYECKUX, MPOEKTHPOBOYHBIX, KOHCTPYKTHUBHBIX YMEHH; BBIpAOOTKY
CaMOCTOSATENILHOCTH, OTBETCTBEHHOCTH M TBOPUECKOH MHUIIMATHUBEL. B X0/1€ BIMONIHEHHS 1a00paTOpHOI
paboTBl CTYOEHT [ODKEH IPOSBUTH YMEHHE CaMOCTOSTENbHO paboTaTh ¢ y4eOHOW M HAaydHOH
nutepatypol, WHTepHeT-pecypcamu, NpOAEMOHCTPUPOBATH HABBIKM BJIaJCHUS KOMIIBIOTEPHOM
TEXHUKOHM M makeTaMu MPHUKIAJHBIX IPOrpaMM COOTBETCTBYIOUIETO HazHaueHHs. KOHTpoIbHOI TOUKOit
nabopaTopHOi paboThl SBJSIETCS €€ 3alluTa. 3alliuTa IPOBOJUTCS B YCTHOM (OpMe: CTYAEHT JOJDKEH
yYMeTh OOBSICHUTH U 0OOCHOBATH KaX</IbIi BBHITIOJIHEHHBIN 3TaIl paboTHI.

camocrosa- | CamocTosiTensHas paboTa Mo JaHHOH AMCIMIUIMHE BKJIIOYAET: IIOBTOPCHUE TEOPETUIECKOT0 MaTepuana;
TeNbHast paboTa| HOATOTOBKAa K Ja0OPaTOPHBIM 3aHATHAM; IIOArOTOBKa K TECTUpOBaHHMIO W 3auery. Jliobas ¢opma
CaMOCTOATENIFHOW paboThl HAUMHAETCS C M3YYEHHUS KOHCIEKTAa JIEKIIMH, COOTBETCTBYIOIIEH yueOHOH u
HAay4YHOH JHTepaTyphl, a Takke HH(pOpPMalMu W3 pEeKOMEHJOBaHHBIX IHTepHeT-pecypcoB. Bo Bcex
PEKOMEHAYyeMbIX y4eOHHMKaX W Y4eOHBIX TMOCOOMAX conep)KaTcsd KOHTPOJBHBIE BOIPOCHI, KOTOpPHIE
[IOMOTAIOT IIOBTOPUTH KJIIOUEBbIE MOMEHTBI COOTBETCTBYIOIIEH TEMBbl, W IPAKTHUYECKHUE 3aJaHus,
HAIICJICHHBIE Ha BBISIBJICHUE JIOTHYECKUX B3aUMOCBS3EH.

3a4eT 3a4er MpPOBOAMTCS B YCTHOW (opMe 1O OuiieTaM, B KOTOPBIX COJEPKATCsi BONPOCHI (3aaHusl) 10 BCEMY
pasgeny nuctMIuIMHbL. OLIEHUBAeTCs BJIQJCHNE TEOPETHYECKUM MaTepHalloM, €T0 CHCTEMHOE OCBOCHHE,
B3aMMOCBSI3b OCHOBHBIX MOHSATHH TUCHUIUIMHBL, CHOCOOHOCTh NPUMEHATh 3HAHUS M YMEHHSA IIpH
peIIeHNH NPaKTHYECKUX 3aJaHHUH, MPHOOpeTeHNe HaBBIKOB CaMOCTOSATENFHON padoThl. [ mMOATOTOBKH
K 3a4eTy peKOMEHJIyeTcs MOBTOPHTh BECh Y4eOHBIN MaTepHai Mo AWCIMIUIMHE, a TaKKe MCIHOJb30BATh
OCHOBHYIO M IOTIOJIHUTENBHYIO JINTEPATYPY, HHYOPMAILIUIO U3 PEKOMEHIOBAaHHBIX MIHTepHET-pecypcoB.

10. TlepeyeHb WH(POPMAUMOHHBLIX TEXHOJIOTHil, MCHOJbL3yeMbIX NPH OCYIIECTBJIEHHH 00pa30BaTEJIbHOIO
npouecca mo AWCHUIUIMHe (MOAYJI0), BKJIKOYAsl NepeyeHb MPOrpPaMMHOro odecreyeHUs] U HHEPOPMAIMOHHBIX
CIIPABOYHBIX cHCTeM (IPH HEOOXOIUMOCTH)

[epeuensr MHGOPMAMOHHBIX TEXHOJOTMH, HCIOJIB3YEMBIX IPH OCYLIECTBICHHH OOpa3oBaTeNbHOTO Ipolecca Mo
JUCUUIUIMHE (MOAYJIIO), BKJIIOYAsl IEpedeHb MPOrpaMMHOro obecrieueHus: U MH()OPMAaIMOHHBIX CIIPAaBOYHBIX CHCTEM,
npeactasieH B [Ipunoxxennn 3 x pabodeli mporpaMme JUCHUIUIAHBL (MOZYJIS).

11. Onucanue MaTepUHAJbLHO-TEXHUYECKOl 0a3bl, HeOOXOAMMON A/l OCyLIecTBJIeHMsI 00pa30BaTeIbHOIO
npouecca no JMCUUILVINHE (MOAYJIIO)

MarepuanbHO-TeXHHUECKOe o0ecrieueHrne o0pa3oBaTeIbHOTO TpoIlecca 1Mo AUCIHUILINHE (MOIYII0) BKIIOYAET B ce0s
CIIEIYIOIIFe KOMIIOHEHTHI:

VYuebHast ayIuTOpHs ISl IPOBEICHUS YUeOHBIX 3aHATHH JIEKIIHOHHOTO THIIA, CEMUHAPCKOTO THIA, TPYIIIOBBIX U
MHJIMBHIYalIbHBIX KOHCYJIBTALU, TEKYIIET0 KOHTPOJISL U MPOMEKYTOUHOM arTecTanuu Ne 61
Kommiext mebenn ams mpernonaBarens — | mT., mocagodHsle MecTa Uit oOydaromuxcss — 30 mT., OZHOMECTHBIE
CTOJNBI — 12 1IT., KOMIBIOTEPHBIE CTOJBI — 18 MIT., KOMIBIOTEPHI — 19 IIT., UHTEPAKTUBHAS TaHelb — | MIT., MEeJIOBas JI0CKa


http://www.intuit.ru/studies/courses/10/10/info
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HAcTeHHas — | WIT., BBIXOJl B HHTEPHET, BHYTPHUBY30BCKAsi KOMITBIOTEPHASI CETh, JOCTYII B 3JIEKTPOHHYIO HH()OPMAIIMOHHO-
00pa3oBaTenbHYIO CPEay.

[omemnienne s camocTosTenbHONU padoTs! Ne 10

[ocanounple MecTa A1 MMoJb3oBaTeneld — 28 INT., METaJUIMYECKHe IBYCTOPOHHHE CTEIUIaXH Uil KHUT — 11 miT.,
KHIDKHBIA MIKa( OTKPBITHIA — 5 MIT., MPOEKTOp — | mT., HOYTOYKHU Ui Tojb3oBateneii — 11 mr., nkad KaTaxoXHBIA — 8
IT., mKag A1 ofexasl — 1 mT., kKcepoke — 1 mT., pabounii cTon 6mbnmorekaps — 1 mr., komnpioTep OudIHOTEKaps — 1
IT., BEIIaTKa MI1 OASKABl — 1 IMT., jXamro3u pynoHHble «Omera» c (¢oTomedarslo — 4 INT., CTEHI HACTCHHBIH
(bpormpoBaHHOE CTEKIO) — 4 IIT., MWKad-BUTPHHA BCTPOCHHBIA B apKy — 2 IIT., IMKa(-BUTPHHA CTEKISIHHBIA — 2 IIT.,
cTeUIaX TpyOUaThlil ¢ JepEeBSHHBIMH ITOJIKAMH — 2 IIT., pabouuii cToi i nHBanuaoB u jmn ¢ OB3 — 2 mr., cton CU-1
paboumii Ul MHBAINAOB-KOJISICOYHUKOB — | IIT., KOMIIBIOTEP— 2 IIT., HAYIIHUKH — 2 MIT., YCTPOHUCTBO «I OBOpsIIIast KHUra
(Tudnomneep) — 2 mWT., BUACOYBEINYNUTENb — 2 IIT., PAAUOKIAcC — | IIT., TOPTATUBHBIA TaKTHIbHBIA auciuied - 1 mr.,
CKaHMpYIOI[asi YHTarolas MaliHa - 1 mr., ckaHep — 1 mr., BeO-kamepa — | IIT., BBIXO B MHTEPHET, BHYTPUBY30BCKas
KOMITBIOTEPHAS CETh, IOCTYI B MJICKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPEy.

12. CpeacTBa ajanTauuy NpenogaBaHus TUCUMILIMHBI K MOTPEOHOCTSM 00y4aOIIMXCS MHBAJIMI0B M JIMI[ C
OrpaHUYEeHHBIMHU BO3MOKHOCTSIMH 30POBbS

I[Ipu HeoOXomuMOCTH B 00pa30BaTENBHOM TMpOIECCe MPHUMEHSIOTCS CIACAYIOIIME METOABl M TEXHOJIOTHH,
06.]'161"‘-13.10111143 BOCIPUATHC I/IH(I)OpMaI_II/II/I o6yqa101111/1M1/1051 HHBaJIMJaMu U JIMIaMHu C OIrpaHUYCHHBIMHU BO3MOXKXHOCTIAMH
3JI0POBBSI:

- CO3JaHHuc TEKCTOBOM BEpcuu I000r0 HETEKCTOBOI'O KOHTEHTA JJId  €ro  BO3MOXXHOI'O npeo6pa3OBaHI/m B
AJIbTCPHATHUBHBIC (I)OpMLI, y,I[O6HLIe JJI pa3jInMYHbIX HOJ'IBSOBaTeJIefI;

- CO37JaHHE KOHTEHTA, KOTOPBIH MOXKHO NPEACTaBUTh B Pa3IMYHBIX BUAAX O0€3 MOTEpH JAHHBIX WIH CTPYKTYPHI,
MIPEAYCMOTPETh BO3MOXKHOCTh MAacIITaOMPOBaHWS TEKCTa W H300paXeHHH Oe3 IMoTepH KadecTBa, HPELyCMOTPEThH
JOCTYIIHOCTB YIIPaBJICHHUs KOHTEHTOM C KJIaBUATYPBL;

- CO3/1aHHEe BO3MOKHOCTEH JUIs 00y4aloIKXCsl BOCIPUHUMATE OJIHY U TY k€ HH()OPMALUIO U3 Pa3HbIX HCTOYHUKOB -
HampuMep, Tak, YTOOBI JIMIA C HapyIICHUSIMH CilIyXa MOJydald WHPOpMAlWIO BU3yaJbHO, C HApyLICHUSIMHU 3pPEHUS -
ayJajbHo;

- TPUMEHEHHE TMPOTPAMMHBIX CpPEACTB, OOECIEYMBAIOIIMX BO3MOXKHOCTh OCBOCHHS HAaBBIKOB M YMEHHH,
(dbopMUpYyEeMBIX AMCIMIUIMHOM, 3a CYET aJbTEPHATUBHBIX CIIOCOOOB, B TOM WYHCJIE BUPTYAIbHBIX JlabopaTtopuii u
CHUMYJIALIUOHHBIX TEXHOJIOTUI;

- TpPUMEHEHHE [UCTAaHIMOHHBIX O00pa3oBaTENBHBIX TEXHOJOTHH JUId Iepenadyn WH(pOpManuy, OpraHU3aLUH
pa3nuuHbIX (OpM MHTEPaKTHBHOW KOHTAaKTHOM paboThl 0Oydaromierocsi ¢ MNpernojaBaTeleM, B TOM 4YHCIIE BEOWHApoOB,
KOTOpBIE MOTYT OBITH HCIIONB30BAHBI JUIS NMPOBEJCHUS BHPTYAIBbHBIX JIEKIHH C BO3MOXHOCTBIO B3aMMOJECHCTBHS BCEX
YYaCTHHKOB JMCTAHIIMOHHOTO OOY4YeHHMs, IPOBEJICHNUSI CEMUHAPOB, BBICTYIUICHHS C JIOKJIAJaMH M 3alUThl BBITIOJTHEHHBIX
paboT, npoBeIeHHs TPEHUHIOB, OPTaHN3aI[MH KOJIJIEKTUBHOI paboThI;

- TpUMEHEHWe MWCTAaHIHOHHBIX OO0pa3oBaTeNbHBIX TEXHOJOTHH [UIi opraHu3anmuu (opM TEKyIero u
MIPOMEKYTOYHOTO KOHTPOJIS,

- YBEJIMYEHHE NPOJODKUTENIFHOCTH Cllaud  OOY4YaloIIMMCS HWHBAJIMIOM WM JIMIOM C OrPaHHUYCHHBIMH
BO3MOXKHOCTSIMH 3/10pOBbsi ()OPM ITPOMEKYTOUHOM aTTECTAalMK 110 OTHOLICHHUIO K YCTaHOBJICHHO# MPOI0JKUTEIBHOCTH HX
chavu:

- MPOJIOJDKUTENLHOCTH CJIa4M 3auéTa WK 3a4eTa, MPOBOANMOIO B MUChbMEHHOU (opMe, - He Oornee ueM Ha 90 MUHYT;

- MPOAOIDKUTETHFHOCTH OJATOTOBKH O0YJAOIIErocs K OTBETY Ha 3a4éTe WM 3a4eTe, IPOBOANMOM B YCTHOU (opme, -
He Oonee yem Ha 20 MUHYT;

- MPOAOJDKUTEIHHOCTH BBICTYIIIICHNST 00YYarOIIEerocs IPH 3aIlluTe KypCOBOH paOOTHI - He Oonee ueM Ha 15 MUHYT.

IIporpamma cocrtaBiena B cooTBeTcTBUHM ¢ TpeboBanmsmu PI'OC BO u y4yeOHBIM IUIAHOM IO HAMpaBICHHUIO
15.03.06 «MexaTpoHuka © pPOOOTOTEXHUKa» W MPOPWI0 MOArOTOBKH "DH3WUYECKHEe OCHOBBI MEXaTPOHUKH U
poboToTrexHukH".
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1. CooTBeTcTBHE KOMMETEHIMI IVIAHUPYEMBIM Pe3yJIbTaTaM 00y4eHHsI M0 TUCHUTIJINHE (MOTYII0)

Kon m HanmmenoBanme | MHaukaTopsl poctuxkeHus: | OneHOYHbIe CpPeACTBa  TeKylIero
KOMIEeTeHINH KOMIeTeHIu i s JAHHOH | KOHTPOJISI n NMPOMEKYTOYHOI
AVCIHUIITHHBI aTTecTaluu

OIIK-10 CriocobeH | 3HaTh OCHOBHBIE MeTOAbl KOHTposisi W | Tekymiuii KOHTPOJIb:
KOHTPOJIMPOBATH u | obecrmedeHus nHdopmannonHolt | Tecmuposanue 1O TEMaM:
obecrieunBaTh OesomacHocTn B mpodeccroHansHON | Tema 1. OCHOBHBIC TTOHATHS W aHAJM3
MPOM3BOJICTBEHHYIO | | cdepe. yTpo3 HHPOPMAIMOHHON
9KOJIOTUYECKYIO 6e3omacHOCTH.

0e301acHOCTh Ha | YMeTh TpHMEHSATh OCHOBHBIE MeToxnsl | Tema 2. Ilommtmku ©e3omacHOCTH.

pabouux mMecrax

KOHTPOJIS u obecrieueHus
nHdopmanmoHHoii ~ Oe30macHOCTH B
npodeccronansHOH cdepe.

Brnaners HaBBIKaMHU MPUMEHEHHUS
OCHOBHBIX METOZOB HMH(OPMALMOHHOM
Oe3omacHOCTH B NpO(hecCHOHATBHON

cepe.

Mogenu noIUTHK 6€3011acHOCTH

Tema 3. CrangapTbl HHOOPMALMOHHOM
0e30macHOCTH

Tema 4. Kpunrorpaduueckas 3ammura
nHdopManuu.

Tema S.
ayTeHTH()UKAIIHL.
Peghepam 1o Temam:
Tema 1. OcHOBHBIEC MOHATHS U aHAINU3
yrpo3 nH(popMannoHHOH
0e30MacHOCTH.

Tema 2. Tloautuku O€30MACHOCTH.
Mozenu NoIUTHK 6€3011acHOCTH

Tema 3. CrangapTbl HHGOPMALMOHHO
0e30macHOCTH

Tema 4. Kpunrorpaduueckas 3ammura
UH(DOpMALH.
Tema 5.
ayTeHTH()UKAIUIL.
Jlabopamopmvle pabompi IO TEMaM:
Tema 2. Ilonutuku O€30MIACHOCTH.
Mogenu noiuTHK 6€301TacHOCTH

Tema 4. Kpunrorpaduueckas 3amura
uH(DOpMaLH.
Tema 3.
ayTeHTU(UKAIUH.

Texnonoruu

Texnonorun

Texnonoruu

IIpoMe:KyTOUHASI ATTECTAIUS
3auyer.

2. Kputepuu oueHnBaHusi ¢(pOpMHUPOBAHHOCTH KOMIIeTeH M

Kommner 3aurteHo He 3auTeHo
eHUHA Bbicoxuii yposens | CpenHuii ypoBeHb Hu3zkuii ypoBenb | Huxke moporosoro
(0T 1M4HO) (xopouio) (YAOBJIETBOPUTEIbHO) | YPOBHA
(HeyoBJICTBOPHTEJI

bHO)

OIIK-10 | 3Haer OCHOBHBIE | 3HaeT OCHOBHbBIE METOIbI | 3HaeT ocHOBHbIe | He 3HaeT oCHOBHBIE
METOJIbI KOHTPOJISL B | KOHTPOJIS U | METOABI KOHTPOJS ¥ | METOIBI KOHTPOJS M
obecrieueHus obecrieueHus obecrieueHus obecrieueHus
nH}popMannoHHOH nH}popMannoHHOH nHpopMannoHHOH nH}popMannoHHOH
6e3omacHOCTH B | Ge30macHOCTH B | OGe3omacHOCTH B | Ge3omacHOCTH B
npodeccuoHaTbHON | TpodecCHOHATBHON npodeccrnoHaTbHOM npodeccrnoHaTbLHOM
chepe chepe. Jomyckaet | cdepe. Jomyckaet | cdepe.

HE3HAYUTEIIbHBIC THITHYHBIC OIIUOKH
omMOKH TIpH OTBETE Ha | MPH OTBETE Ha BOIIPOC
BOIIPOC WJIM PEIICHUH | WU pelIeHuH
[TOCTaBJICHHOW 3a1a4u MOCTaBJICHHO 3a1a4H




YMmeeTr IpUMEHSTH | YMeeT NPUMEHSTH | YMeer npuMmeHsTs | He ymeer npumMeHsTs
OCHOBHBIE METO/Ibl | OCHOBHbIE METO/Ibl | OCHOBHBIC METO/Ibl | OCHOBHBIE  METOJIbI
KOHTPOJIS U | KOHTPOJIS U | KOHTPOJIS U | KOHTPOJIS u
obecrnieueHHs obecriedeHns obecrieueHus obecrieueHus
HHPOPMATMOHHON WHPOPMATNOHHON HHPOPMAINOHHON HHPOPMAITMOHHOM
6e3omacHOCTH B | Oe3omacHOCTH B | Oe3omacHOCTH B | Oe3omacHOCTH B
po¢eCCHOHATIBHON | MpoeCCHOHATBHOM npodeccHOHATBHOM npogecCHOHATBHOM
chepe chepe. Jomyckaer | chepe. Jomyckaet | cdepe

HE3HAYHUTEIIbHbIC TUIWYHBIC omnoKu

OUIMOKM NpU OTBETE HAa | MPH OTBETE Ha BONPOC

BONPOC WIJIM DPELICHUH | WU peneHnu

TIOCTABJICHHOH 3a7a4u TIOCTaBJIEHHO 3a1a4un
Bnaneer naBwikamu | Biageer HaBbIKamu | Bnaneer HaBblkamu | He BJajeeT
MIPUMEHEHHS MPUMEHEHHUsT OCHOBHBIX | IPUMEHECHUS HaBBIKAMU
OCHOBHBIX METOJIOB | METOJIOB OCHOBHBIX METOJIOB | IPUMEHEHUS
HHPOPMATNOHHOM WHPOPMATNOHHON HHPOPMAITNOHHON OCHOBHBIX ~ METOJIOB
0e30macHOCTH B | Oe3omacHOCTH B | Oe3omacHOCTH B | HHPOPMALMOHHON
npodeccHoHaNbHON | mpodeccHoHaNbHOR npodeccroHaNbHOI Oe3omacHoCTH B
chepe coepe. Homyckaer | cdepe. Jomyckaet | mpodeccrnoHampHON

HE3HAYUTEIIbHBIE TUIIUYHBIE omubku | chepe.

OUIMOKM NpU OTBETE Ha | MPH OTBETE Ha BOMPOC

BONpoC WJIHM PpCUICHUN NI pEeUICHUH

IIOCTABJICHHOM 3a/1a4u [IOCTABJIEHHOU 3a/1a4u1

3. Pacnpesnesnenue oueHoK 3a (popMbI TeKYIIEro KOHTPOJISI U IPOMEKYTOUYHYI0 aTTeCTALMIO

5 cemectp:

Tekymuii KOHTPOJIb!

Tecmuposanue. Tema 1. OCHOBHBIC TOHATHS W aHANW3 yrpo3 HHpopManuoHHON OezomacHocTH. Tema 2. [Nomutukm
6e3omacuoctd. Mojenn monuTHK Oe3omacHocTH. Tema 3. Cranmaptel uH(pOpMarMoHHOW Oe3omacHocTH. Tema 4.
Kpunrorpaduueckas 3amunra unpopmarun. Tema 5. TexHonoruu ayreHTHGHUKAMN.

Pegpepam. Tema 1. OcHOBHbIC TOHATHS W aHaaW3 yrpo3 uHpopManuoHHOW Oe3omacHoctu. Tema 2. ITlomuTHku
6e3omacuoctd. Mojenn monuTHK Oe3omacHocTH. Tema 3. Cranmaptel uH(pOpMarMoHHOW Oe3omacHocTH. Tema 4.
Kpunrorpaduueckas 3amura uapopmaimu. Tema 5. TexHONMOrHM ayTeHTUPHUKAIHH.

Jlabopamopuvie pabomwvi. Tema 2. Tlomutukm Oe3omacHOocTH. Mojenu TOMUTHK O€30MacHOCTH.
Kpunrrorpadudeckas 3ammra nHpopMarmu. Tema 5. TexHoNMOrHH ayTeHTHOUKAIIAH.

Tema 4.

IIpome:xyTounas aTTecTamus - 3a4er.

[MpoMexyTouHasi aTTECTAlMs MPOBOAMUTCS IIOCIE 3aBEpUICHHUsS W3yYeHHs MAUCIMIUIMHBI WM €€ 4YacTd B (opMe,
onpeenseMoll yuyeOHBIM TUIaHOM 00pa3oBaTeNbHON MPOTpaMMBbl C LENbI0 OIEHUTH PaboTy 00ydYaromerocs, CTerneHb
YCBOGHUSI TEOPETHYECKNX 3HAHUH, YPOBEHb CHOPMHUPOBAHHOCTH KOMIIETCHIIHUH.

[IpenopaBaresb, NPUHUMAMOLIMK 3a4eT OOECHEUUBACT CIy4aiHOE paclpe/eieHUe BapHaHTOB 3a4€TAlMOHHBIX 3a/IaHHUN
MEKITY O6y'-IaIOL[II/IMI/ICH C IIOMOIIBIO 6I/IHeTOB I/I/I/IJ'II/I C NMPUMEHCHUEM KOMIILIOTEPHBIX TeXHOHOFHﬁ; BIpaBC 3ajJiaBaTb
o6ytla}omeMyCH JOTIOJIHUTEJIbHBIC BOIIPOCHI X AaBATh NJOIMMOJTHUTCIBHBIC 3a/IaHUA ITIOMUMO TE€X, KOTOPBIC YKa3aHbI B 6I/IJ'IGTG.
3adet mpoBoauTcs Mo Omneram. B kaxmom Onere ABa OLEHOYHBIX CPEACTBA: YCTHBIHM MIIM MICEMEHHBIN OTBET Ha BOIIPOC
U pelICHUC 3aJ1a9H.

Jns 3auera:
3a4uTeHo
He 3aureno

4. OueHOYHbBIE CPEACTBA, MOPSIAOK UX MPHUMEHEHHUs M KPUTEePHH OLlEHUBAHUSA

4.1. OueHo4HbIe CPeCTBA TEKYIEro KOHTPOJIS

4.1.1. TectrupoBanue. Tema 1. OcHOBHbIE MOHATHS U aHAJU3 YIpo3 nHopManuOHHOI 6e3onacHocTH. Tema 2.
Hoautuku 6e3onacHocTu. Moaean noautuk 6ezonacHoctu. Tema 3. Crangaptsl uHGOpMAMOHHOH 6e30MaCHOCTH.
Tema 4. Kpuntorpadpuueckas 3amura nnpopmanuu. Tema S. TexHonoruu ayreHTHGHKALUH.

4.1.1.1. Ilopsinok NpoBeAeHNsI M MPOLEAYPA OLEHUBAHMSI.



Tecmupoganue TPOXOTUT B IMHUCBMEHHOW (opMEe WIM C HCIONB30BAHMEM KOMIBIOTEPHBIX cpencTs. OOydarommiics
MOJTy4aeT ONpeleNéHHOE KOJNMYECTBO TECTOBBIX 3afaHui. Ha BbImonHeHne BbIAETAeTCS (PUKCHPOBAHHOE BpeMs B
3aBUCHMOCTH OT KOJHMYECTBa 3afaHuil. OLEHKa BBICTABISIETCS B 3aBUCHMOCTH OT TPOIEHTA NMPABIIIBHO BBIIIOJHEHHBIX
3anaHuil. Huxe nprBeieHbl IPUMEPHBIE 3a1aHusl.

4.1.1.2. Kputepuu ouleHUBAHUS
3a4TeHo, eciin y 00y4aromerocs:
Ot 56% no 100% npaBUIBHBIX OTBETOB.
He 3aurteHo, ecin y o0y4aromerocsi:
55% npaBUIBHBIX OTBETOB U MEHEE.

4.1.1.3. ConepsxaHne OLEHOYHOI'0 CPeACTBA

Bapuanr 1
1. K ocHOBHBIM NpeIHaMEPEHHBIM UCKYyCcCTBEHHBIM yrpozam ACOU otHOcHTCS:

a) mepechUIKa JaHHBIX N0 OIIMOOYHOMY ajpecy abOHEeHTa

0) (Qu3HuecKoe pa3pyIICHUE CUCTEMbI ITyTEM B3pbIBa, MOIKOIa U T.I1.

B) HENPaBOMEPHOE OTKIIOYEHUE 000PYIOBAHUS WIIM U3MEHEHUE PEKUMOB PaOOTHI yCTPOUCTB U MPOTpaMm

I) WTHOPUPOBAaHHE OPraHU3AIMOHHBIX OTPaHWYEHUH (YCTaHOBIICHHBIX IIPAaBUII) IPU paboTe B cUCTEME

J) pasTiamieHue, nepeiada Wik yrpaTa aTpuOyTOB pa3rpaHrudeHus focTyna (maposeii, kimodel mudpoBanus,
UIeHTU(HUKAUOHHBIX KapTOUCK, MPOITyCKOB U T.I1.).

2. B uewm cytb mmppoBaHUI METOIOM MOJCTAHOBKH?

a) CHMBOIBI MH(PPYEMOTO TEKCTA 3aMEHSIIOTCS CHUMBOJIAMH TOTO K€ FUTH IPYTOTo alndaBUTa B COOTBETCTBHE C
3apaHee 00yCIIOBICHHON CXeMOW 3aMEHBI

0) cHUMBOIBI MHI(PYEMOTO TEKCTA MOCIEAOBATEIFHO CKIAIBIBAIOTCS C CHMBOJIAMU HEKOTOPOH CIIEIHAIEHON
MOCJIeIOBATEILHOCTH

B) IU(ppPOBAHKE 3aKIFOYACTCS B MOJIYYCHHH HOBOI'O BEKTOPA KaK Pe3ybTaTa YMHOKCHUS MATPHIIbI HA
WCXOJIHBIH BEKTOP

I) CHMBOJIBI IIH(DPYEMOro TEKCTA 3aMEHSFOTCS APYTMMU CUMBOJIAMH, B3STHIMH U3 OJTHOTO HJIH HECKOJIBKUX
angaBUTOB

) 3aMeHa CJIOB W MPEeUTOKEHUH HCXOMHONW MH(pOopMaIun mudpoBaHHBIMA

3. Ilpm mm¢ppoBaHnsI METOIOM HEPECTAHOBKH ...

a) CHMBOJIBI ITU(PYEMOro TEKCTa 3aMEHSIOTCSI CHMBOJIAMH TOT'O YK€ MIIM IPYroro andaBuTa B COOTBETCTBHE C
3apaHee 00YCIIOBJIEHHOH CXeMOM 3aMeHbI

6) CHMBOJIBI OTKPBITOT'O TEKCTA MEPECTABIISLIOTCS 110 ONPENESICHHOMY IPaBHILy B ITPeeIax HEKOTOPOro OJoka
3TOro TeKCTa

B) ImH(pOBaHME 3aKITI0YACTCA B MOIYYSHUH HOBOTO BEKTOPA KaK pe3yabTaTa YMHOKEHUS MaTPHIBI HA
WCXOJIHBIH BEKTOP

F) CHUMBOJIbI qu)pyeMoro TEKCTa 3aMCHAIOTCA APYT'UMU CUMBOJIaMU, B3ATBIMU U3 OJJTHOI'O NI HECKOJIbKUX
angaBuUTOB

JI) 3aMeHa CJIOB M MPEUIOKEHUH NCXOTHON MH(pOopMaIun Mu(poBaHHEIMU

4. Tlpu mudpoBaHre METOIOM TAMMHPOBAHHUS ...

a) CHMBOJIBI IIU(PYEMOro TEKCTa 3aMEHSFOTCSI CHMBOJIAMH TOT'O YK€ WIIM JPYroro andaBuTa B COOTBETCTBHE C
3apaHee 00YCIIOBIICHHOM CXeMOH 3aMEHBI

6) CHMBOJIBI OTKPBITOI'O TEKCTA EPECTABIISIOTCS 110 ONPEEICHHOMY IPaBIILy B IIPEeIax HEKOTOPOro OJoka
3TOrO TeKCTa

B) HaJIOXEHHUE Ha OTKPHITHIE JaHHBIE TI0 ONPEJICICHHOMY 3aKOHY IICEBJOCITy4aiiHOI 10CIeJ0BAaTEIbHOCTH,
BBIpa0aTBIBAEMBIX 10 OTIPEICTICHHOMY aJITOPUTMY

F) CHMBOJIBI mnq)pyeMoro TECKCTa 3aMCHAIOTCA APYT'UMU CUMBOJIaMU, B3ATBIMHU U3 OJJTHOI'O NI HECKOJIbKUX
angaBUTOB

) 3aMeHa CJIOB M TPEAJIOKESHUN UCXOJHON HH(pOopMay MH(POBaHHBIMHI

5.  CuMBojbI mH(PPYyEeMOro TEKCTa IEPEMEIAOTCS 1O ONpeIeIeHHBIM PaBIIaM BHYTPH MH(PyeMoro OJI0Ka 3TOTO
TEKCTa - OTO METOJ ...



10.

11.

Tl'ammMupoBanus

IToncranoBku

KonupoBanus

IlepecTanoBkM

AHanuTHYecKuX mpeoOpa3oBaHmiA

CuMBOJIBI INU(PYEMOTO TEKCTA MOCIEI0BATEIBHO CKIAABIBAIOTCS C CHMBOJIAMH HEKOTOPOH CIIEIIHaTbHON

IOCJICA0BATCIIPHOCTH - OTO METOJ ...

a)
0)
B)
r)
)

TI"'ammupoBaHus

IloncranoBku

KonupoBanus

IlepectanoBku

AHanuTHYecKuX npeoOpa3oBaHmiA

Mugp DES - 370 ...

a)

0)

cHcTeMa, KOoTopas IIpeaycMaTpuBaeT 3 pexxuMa mudpoBanus (mpocTast 3aMeHa, TaMMHUPOBaHHE,
raMMHUPOBaHHE C OOPAaTHOH CBSI3bI0) M OJJMH PEXUM BBIPAOOTKH HMHUTOBCTABKH

CHCTEMa C OTKPBITHIM KJIIOYOM IIpeAHa3HaYCHHAas KakK I IN(PPOBAHK, TaK U IS ayTEHTU(HKALIH
OCHOBaHa Ha TPYJHOCTH Pa3JIOKECHHUS OUCHBb OOJBIINX HENbIX YHCEN Ha IPOCTHIE COMHOXKUTEIH

6504HBIE H(PHI ¢ KITIOYOM ITEPEMEHHOM JUTHHBL, TIPOAYKT SKCIIOPTHPYETCS 32 MPEAEIbl CTPaHBI

mudp cocTosiyi U3 64-0UTHBIX TOBTOPSIOMINXCS OJIOKOB ¢ 128-OUTHBIM KIIIOYOM U BOCEMBIO POXOJIaMU
CUMMETPHYHBIH aJITOPUTM IIH(pOBaHUs, UMeeT OJIoKH 1o 64 OUT U OCHOBaH Ha 16 KpaTHOM NepecTaHOBKE
JIAHHBIX, JUIS 3aIIU(QPOBBIBAHKS UCIIONIB3YET KII0Y B 56 OUT.

udp RSA - 10 ...

a)

0)

B)
r)

)

cucTeMa, KoTopas IpeaycMaTpuBaeT 3 pexxuma mudpoBanus (mpocrast 3aMeHa, FTaMMHPOBaHHUE,
raMMHUPOBaHHE ¢ OOPaTHON CBSI3bI0) M OJJMH PEXUM BBIPAOOTKH HMHTOBCTABKH

CHCTEMa C OTKPBITHIM KITIOYOM IpeAHa3HaYCHHAas KaK I IN(POBAHKS, TaK U IS Ay TEHTU(HKALIIH
OCHOBAaHAa Ha TPYJHOCTH Pa3JIOKEHHUS OUYCHb OOJIBIINX LEJbIX YHCEN Ha IPOCTHIE COMHOXKUTEIH

6504HBIE MHQPHI ¢ KITIOYOM ITEPEMEHHOH UTMHBI, TPOIYKT SKCIOPTHPYETCS 32 MPEeIIbl CTPaHbI

mmdp cocTosAmuii u3 64-OUTHBIX MTOBTOPSIOMIUXCS OJIOKOB ¢ 128-OMTHBIM KITFOUOM U BOCEMBIO MPOXOAAMHU
CUMMETPHYHBIN aNropuT™ mudpoBanus, umeeT 6Jioku 1o 64 OUT U OCHOBAH Ha 16 KpaTHOM NepecTaHOBKe
JAaHHBIX, JUIA 3alIH(pPOBBIBAaHNS UCTIONB3YeT KJII0Y B 56 OUT.

Mudp I'OCT 28147-89 - 310 ...

a)

0)

cucTeMa, KoTopas IpeaycMaTpuBaeT 3 pexxuma mudpoanus (mpocrasi 3aMeHa, FTaMMHPOBaHHUE,
raMMUpPOBaHHE C 0OPaTHOM CBA3BIO) M OAUH PEXHUM BBIPAOOTKH UMHTOBCTABKH

CHCTeMa C OTKPBITHIM KJIFOUOM IpeHAa3HaYeHHAs KaK AJs IIN(QPOBaHUA, TaK U JJIS ayTeHTU(DHUKAINN
OCHOBaHA Ha TPYJHOCTH Pa3JIOKEHHUS OUYCHDb OOJIBIINX IIEJbIX YHCEN Ha IPOCTHIE COMHOXKUTEIH

6504HBIE MH(PHI ¢ KITIOYOM ITEPEMEHHOH UTHHBL, TPOAYKT SKCIIOPTHPYETCS 3a MPEAEIbl CTPaHBI

mmdp cocTosAmuil u3 64-OUTHBIX MTOBTOPSIOMINXCS OJIOKOB ¢ 128-OMTHBIM KITFOUOM U BOCEMBIO MPOXOAAMHU
CUMMETPHYHBIH allropuT™ mudpoBaHus, nmMeeT 6JIoku 1o 64 OUT U OCHOBAH Ha 16 KpaTHOH NepecTaHOBKe
JIaHHBIX, JUIS 3aIIU(QPOBBIBAHMS UCIIONIB3YET K04 B 56 OUT.

Cranpapt mwudposanus gaHabix [OCT - ato ...

a)
0)
B)
r)

64 O6UTOBBIN OJIOYHBIH aANTOPUTM € 256 OUTOBBIM KITIOYOM

64-61TOBBII OJOYHBIN ANTOPUTM C 56 OUTOBBIM KIIFOUOM

0JIOK JaHHBIX MPEICTABISAETCS B BUIE ABYXMEPHOTO 0aTOBOTO MaccuBa pazmepoM 4X4, 4X6 umm 4X8
64-61TOBBII OJ0YHBIN aNropuT™ ¢ 48 OUTOBBIM KIIFOUOM

Kaxoii ko4 gocTyreH Bcem st mpoBepku D117

a)
0)
B)
r)

3aKpBITHIN
OTKpBITHIH
Buyrpennuit
IIpuBaTHbBII



12. Kakwue u3 CJICAYIOMUX aJITOPUTMOB SABJISIFOTCS CI/IMMeTpI/I‘IHI)IMI/I?

a) DES
6) Omp-I'amanp
B) RSA
r) AES
n) DSA

e) Tocr28147-89

13. Kakas cxema nexxuT B ocHOBe ainroputmoB mmmdposanus DES n TOCT 28147-897
a) llesaps
6) Kanropa
B) @eiicTens
r) Bmxunepa
n)  Omp-T'amans

14. Kak HazpIBaeTcs peoOpa3oBaHrEe BXOJIHOTO MAaCCHBA JaHHBIX MTPOU3BOJILHON JJIMHEI B BEIXOIHYIO OHTOBYIO
CTPOKY (PMKCUPOBAHHOM UTHHBI?
a) Pa3OmeHue BXOgHOTO MaccuBa
6) Cxartue
B) XelIMpoBaHUe

15. Ha xakoii TpynHOpemaeMoit 3a1aue OCHOBaH aroput™ RSA?
a) Bprunciaenun obparHoOro 31eMeHTa
6) duckperHoro jorapupMupoBaHus
B) dakropuzaiuu yucen
r) Haxoxnenus 60JbLIIOrO MPOCTOro YUCa

16. Yrto 00bIYHO B ce0s1 BKIIIOYACT CXEMa IJICKTPOHHON MOIMUCHU?
a) aIrOpUTM I'eHepaluy KIHUYEeBbIX ap MOIb30BaTENs
0) (YHKIUIO BRIYHCICHUS TTOAIACH
B) (YHKIUIO IIPOBEPKH ITOIIMTUCH
r) HHYEro W3 BBIIIEIEPEUHCICHHOTO

17. B ueM npeuMyIIecTBO CHMMETPUYHBIX CHCTEM HaJ] ACHMMETPHYHBIMU?
a) CKOpOCTh mIu(ppoBaHUSL
6) MeHbIas Tpedyemas ATMHA KITF0Ya JJI1 COTIOCTaBUMOM CTOMKOCTH
B) TPOCTOTa OOMEHa KII0YaMH
I) TMPOCTOTa pealnu3ainu
JI) TPOCTOTa YIPABJICHHUS KIIFOYaMH B OOJIbILION CeTH
€) BCE OTBETHI IPABUIILHbBIE

18. VYkaxure BUAbI CHMMETPHUYHBIX KPUIITOCUCTEM
a) KPHIITOCHCTEMBI C OTKPBITHIM KIIOUOM
6) norouHble mHQPHI
B) OJioYHBIE HU(PHI
r) OUII

19. CuMMeTpuYHBIHA alropuT™ MU(PPOBAHHUS - 3TO ...

a) KpurnrTorpaduueckuii MeTo 1 3alUThl HH(OPMAaIHH, TAe I MU(PPOBaHUS U Jem()POBaHUS HCIOIB3YETCS
OJIMH M TOT K€ KITI0Y, COXPaHEHHE KOTOPOTO B CEKpeTe 00eCIIeunBaeT HAC)KHOCTh 3aIUTHI

6) werox 3amuTH HHGOPMAIHH, Te [T MHU(POBAHUS HUCIOIB3YETCS OTKPHITHIA KITI0Y, IS Temn(POBAHI
HCIIOJIb3YETCS 3aKPBITBII KIII0Y

B) TpeoOpazoBaHKE, KOTOPOE MO3BOJISET IOJIB30BATEISIM IIPOBEPHUTH ABTOPCTBO U ITOJIMHHOCTh

T) METOJ 3alIuTHl HHPOPMALNH, I'/ie IU(pPOBAHNUE U JeIN(PPOBAHIE TPOU3BOAIT HAOOPOM CHUMMETPHIHBIX
KIrouen



20. AcuMMeTpUYHBIH aJIrOPUTM HIH(POBAHUS - ITO ...

a)

0)

METO]T 3alTUTHl HUHPOPMAITUH, TAC TS MUGPOBaHUS U A (QPOBAHUS HHOOPMAIIMHA UCTIOIB3YIOTCS
pa3nUYHbIEC KIIOYH, TPHYEM KITIOUH T€HEPHPYET OTIIPABUTEIb COOOIICHNS

METOJ 3aIIUTH HHPOPMALINH, T/AC IS MHUPPOBAHUS U Oen(POBaHUI HHPOPMALIUN HCIIOIB3YIOTCS OO0JIbIIIe
TpeX KIoYei

METOJ 3aITUTHl HHPOPMALINH, T/Ie IS MHUPPOBAHAS U NemH()POBAaHIS HHPOPMAIIHN HCIIONB3YIOT
ACTPOHOMHMYECKUE METOJIBI

METO]1 3alUThHl HHYOPMALNH, TAe U U(pPOoBaHus U AemndpoBaHus HHHOPMAIMH UCIOIb3YIOTCS
pa3IYHbIEe KIIOYH, TPHYEM KITIOYH TeHEPUPYET NOoIydaTelb COOOIIEHUS

OtBernl: 1-8, T, 1; 2-a; 3-0; 4-B; 5-1; 6-a; 7-1; 8-0; 9-a; 10-a; 11-6; 12-a, 1, e; 13-B; 14-B; 15-B; 16-0, B; 17-a, 6, 1; 18-0, B;
19-a; 20-r.

BapuanT 2

1.

UTo MOHUMAIOT IO/ OHATHEM "3aKPBITHIH KITIOY AIEKTPOHHOH mu(poBoi moamucu"?

a)

0)

YHHKaJIbHas OCJIEI0BATEILHOCT CHMBOJIOB, U3BECTHAS BIIAJIETbIly CEpTH(HUKATA KIIF0Ya MOINUCH U
npejHa3HaYeHHast JJIsl CO3JJaHuUs B DJIEKTPOHHBIX JIOKYMEHTAX AJIEKTPOHHOMN LU(PPOBOI OAIUCH C
UCIIOJIb30BAaHHEM CPEZICTB JIEKTPOHHOU HU(BPOBOIl MOANUCH

KJIFOY AJIEKTPOHHOHN HU(POBOIl MOANUCH, KOTOPBIH 3aIIM(pPOBaH C IIOMOILBIO €MHCTBEHHOTO
CUMMETPHUYHOTO KJII0Ya BiIaJenbLa

YHHUKaJIbHas OCJIEI0BATEILHOCTh CUMBOJIOB, COOTBETCTBYIOIIAS 3aKPBITOMY KIIIOUY JJIEKTPOHHON HU(PPOBOiA
MOATHNCH, TOCTYIHAS JIF0OOMY MOTIb30BaTEN0 HHYOPMALMOHHOW CHCTEMBI M ITPEAHA3HAYCHHAS U1
MOATBEPXKIICHUS C UCIIOIH30BAHUEM CPEACTB 3IEKTPOHHON NN(POBOI MOANNCH NOAIMHHOCTH JICKTPOHHOM
1(pOBOH MMOANICH B HIICKTPOHHOM JOKyMEHTE

KJTFOY 3JIEKTPOHHOHN NNU(POBOI MOANNCH, KOTOPHIM MN(PYIOT 3ar0J0BKH JIEKTPOHHBIX JOKYMEHTOB JIIS
YCTaHOBJIEHHS NOJUIMHHOCTH BIaJeNbLa

UTto Takoe OTKPHITHIA KIFOY AIICKTPOHHOH IU(PPOBON MOIAIHCH?

a)

0)

B)

YHHKaJIbHas NOCJIEI0BATEIbHOCTh CUMBOJIOB, COOTBETCTBYIOIIAS 3aKPBITOMY KIIFOUY JIEKTPOHHON HU(PPOBO
MOJIIHCH, TOCTYTHAs JII000MY MOJIB30BATENI0 HH(OPMAIIMOHHOW CUCTEMBI U NpeIHa3HauYeHHAS IS
MOATBEPKICHHUS C UCIIOIb30BAHUEM CPEACTB JIEKTPOHHON LU(POBOIl MOANUCH NOATHMHHOCTH 3JIEKTPOHHO I
U(GPOBOI MOANUCH B 3TEKTPOHHOM JTOKYMEHTE

YHHKaJIbHas MOCJIEI0BATEIbHOCTh CUMBOJIOB, U3BECTHAS BIIAZIENIbIly cepTU(HKATa KIIF04Ya TOIIMUCH U
NpeHa3HaYeHHas IS CO3JJaHus B JICKTPOHHBIX JTOKYMEHTAX JIEKTPOHHOH HU(PPOBOH OAITHCH C
HCIIOJIb30BAaHUEM CPEZICTB IEKTPOHHON HU(PPOBOH MOIIHCH

TIOCJIE/I0BATENILHOCTH CHMBOJIOB, N3rOTABIMBAcMas JIFOOBIM I10JIb30BaTeNIeM HH()OPMALMOHHONW CHCTEMBI 110
CBOEMY YCMOTPEHHIO, IPEAHAa3HaYEeHHAs JIJIsl TOATBEPHKACHUS C UCIIOIBb30BaHUEM CPEACTB AIIEKTPOHHOU
1(poBOI MOANKCH ITOJUIMHHOCTH IEKTPOHHOH HU(PPOBOH HOAITUCH B IIEKTPOHHOM JOKYMEHTE

KJIFOY AJIEKTPOHHOMN HU(POBO#l MOANNCH, KOTOPBIM HIN(PPYIOT 3aroJ0BKH AIEKTPOHHBIX JOKYMEHTOB JIJIsI
YCTaHOBJICHHS MOUIMHHOCTH BJIa(€NIblIa

Kakwne u3 mpecTaBieHHBIX 3aa4 SBISAETCS IPIMEPOM OJHOHANIPaBICHHOHN (pyHKIII?

a)
0)
B)
r)
)

Brrunciienne o6paTHOTO SIIeMEeHTa

JuckpeTHOTO NTOTapN(MUPOBAHNS

dakTopu3aLuy YUcel

Haxoxnenust 00JIbII0TO IPOCTOTO Yncia

Hwu ontHa n3 npecTaBieHHBIX 3a/1a4 HE SIBISIETCS IPUMEPOM OHOHAIPABICHHON (QyHKINT

B uem MNpEeUMyHI€CTBO ACCUMMETPUYHDBIX KpI/IHTOCI/ICTeM?

a)
6)
B)
r)
1)

e)

CKOPOCTB IIU(POBAHHS

MeHbIIas Tpedyemast JUIMHa KIIFo4a JUIsl COIIOCTaBUMOM CTOMKOCTH
npocrota 0OMeHa KIIoUYaMH

IPOCTOTA peau3aliu

MPOCTOTA yIPaBICHUS KII0YaMH B OOJIBIIION ceTh

BCE OTBETHI IIPaBHIILHbIC



10.

11.

12.

Kakoii u3 AJIrOPpUTMOB IHI/I(i)pOBaHI/IH pcajin30BaH Ha OCHOBC ACCUMCTPUYHBIX KPUIITOCUCTEM Ha Oase
SJUTHIITHYCCKUX KpI/IBbIX?

a) ECES
6) RSA
B) DSA

r) TOCT P34.10-97

Kakmmu cBoiicTBa HoKHA 0071a1aTh (PYHKITNS XSITUPOBAHUS?

a) MOXET OBITh IPUMEHEHA K apTYMEHTY TOJIBKO OTPEICICHHON JTTHHBI

0) BBIXOJHOC 3HAYCHHUE XAII-(PYHKIUU UMEeT (PUKCUPOBAHHBIN pa3mep

B) XJII-(QYHKIHUIO JOCTATOYHO CIIOKHO BBIYUCIHUTH IS JIFOOOTO COOOLICHNUS

r) Xd3HUI-)YHKIHUS JOJDKHA OBITh YyBCTBUTEIHHA K BCCBO3MOXKHBIM H3MCHCHUSIM B TCKCTE

) X3UI-(GYHKIUS J0JKHA OBITh OJTHOHATIPABICHHOM

€) BEpOSITHOCTH TOTO, YTO 3HAYCHUS X3I-QYHKIUI IBYX pPa3IM4HBIX JOKYMEHTOB COBIAIYT HUYTOXKHA Maja
) BCE BAPHAHTHI BEPHBIC

B kakoif ¢pyHKINHU X3MIMpOBaHUS MH(YPOBAHNE XPAHSIIIETOCH B PETHCTPE XII-3HAYCHHUS IPOMCXOANT B BUIE
YeThIpeX OJIOKOB 10 64 OUT B peXIMe IPOCTOH 3aMEHBI?

a) cranpapt xsmmpoBanus [OCT P34.11-94

0) craamapt xsmmpoBaHus MD

B) cTaHAapT xsmmpoBaHus DSA

r) cranaapT x3mupoBanus SHA

Uro npencTaBisieT OO0 IIEKTPOHHAS ITU(POBAst TOMUCH?

a) O0OBIYHAs PYKOMHUCHAS MOJIIHCH, TOJIBKO B JJIEKTPOHHOM (hopmare

0) OTHOCHTENHHO HEOOJIBIIOE KOJMYECTBO JTOMOIHUTENbHOM (pOoBOl HHPOPMaIHK, IIepeiaBacMOol BMECTE C
IOAIIMCHhIBACMBIM TCKCTOM

B) 3HAUYCHHE XAMI-()YHKIIHA

r) wuH(pOpMAIH O IIUIE MOIICaBIIeTo (ain

Kaxk HazpiBaeTcs pexnm mmdpoBaHus OJIOYHBIX MIH(POB, TPH KOTOPOM KaXKIbIil OJIOK OTKPHITOTO TEKCTa Mepen
mm¢ppoBaHueM 00beIMHETCS ¢ ToMonIbio onepary XOR ¢ npeablaymmm 6JI0KoM 3ammn(ppoBaHHOTO TEKCTa?
a) Pexum cueruieHus muQpoBaHHBIX OJIOKOB

0) Pexum mudposaHHOW 00paTHON CBSI3U

B) Pexxum 0O6paTHOI CBA3M MO BEIXOTY

r) Pexum snexTpoHHO# mMppoBaIbHON KHUTH

KakoBa mocienoBaTeIbHOCTb MOITUCAHUs COOOIEeHMH ¢ moMotisio D117

a) BBIYUCIIACTCS X311, 3aTEM X3OIII 3aHII/I(1)pOBI)IBaeTC$[ C MOMOMIBIO OTKPBITOI'O KJIHOYa OTHPABUTEIIA

6) cooOrieHue 3an(pPOBBIBAETCS, OCIE YETO PE3YJIbTAT XIUIUPYETCS

B) MpH MOJIHCAHUU COOOLIEHHE 3aIIU(PPOBBIBAETCS, IPU MPOBEPKE BHIYMCIISETCS XOLI

T) BBIYUCISACTCS XOII UCXOIHOTO COOOIICHNS, ITOCIIE YET0 OHO 3aIM(POBBIBACTCS ¢ TOMOIIBIO 3aKPBITOTO KITF0Ya
OTIIPABUTEIIS

DN THYECKas KpHuBasi UMECT BUM:
a) y2=x3+ax+b(modp)
6) y3=x2+ax+b(modp)
B) Yy=x3+ax2+b (modp)
r) x3=y2+ax+b(modp)

YUt0o068!I pacmupoBaTh COOOIIEHNE C TTOMOIIBI0 ACHMMETPUYHOTO aJITOPUTMA MTU(PPOBAHUS UCTIONB3YIOTCS:
a) OTKPBITHIN KIIFOY OTIPABUTEIS

0) OTKPBITBHIN KITIOY MOTydaTess

B) 3aKpBITBHIN KIIOY OTIPABUTEIS

T) 3aKpBITHIH KIIOY TOIydaTess



13.

14,

15.

16.

17.

Kakosa MOCICA0BATCIIbBHOCTD NPOBCPKU IMOATITMHHOCTU MMOJTYYECHHOI'O COO6HI€HI/15{ C 9L[H"

a) OUII pacumdpoBbIBaeTCsS OTKPHITHIM KITFOUOM OTIIPABUTEIST M BRIYHCIIACTCS XA TTOIYIEHHOTO COOOIICHHUS
6) OUII pacumdpoBbIBaeTCsA OTKPHITHIM KITFOUOM MOTYYATENS U BRIYHCISIETCS XA TOITYIeHHOTO COOOIICHUS
B) BBIYHCISACTCS OOpaTHas QYHKIUS X3MI-QYHKIIUH U IpoBepsieTcs nommnHHOCTh DI

r) OUII pacirdpoBbIBacTCS 3aKPHITHIM KIIIOUOM ITOTyYaTelisl U BEIYUCIIAESTCS X3 MOTyYSHHOTO COOOIICHU

Kakoii anropuT™ X3IIHPOBAaHUS HCIIONB3YETCS IS 3alUTHl 0a3 JaHHBIX ayTeHTH(GuKanuu B OC?

a) amroputm xamupoaansi LANMAN
6) anroputm xsmupoBaHus NTLM

B) anropuT™ X3mupoBaHus RSA

r) anropurM x>mupoBanus 'OCT

YTO OTHOCHT K OnpeuMynieCTBaM 3alliUThl NPHUCTBIKOBOYHOT'O THHA?

a) TPOCTOTa TUPAKUPOBAHUS MPOTPAMMHBIX CUCTEM 3aIUTHI

6) mpocTOTa TEXHOJOTHH MPUMEHEHHUS

B) He TpeOyeT HaJIHYHs UCXOAHBIX TEKCTOB MPOrPaMMBI

r) HMMEIOTCS AeMeHThI 3auThl [10 OT H3ydeHHs ¢ TOMOIIIBIO OTIAMYUKOB U TU3acCeMOIIEPOB

1) OoJjee MpOCTO peann3oBatTh MO0y peakiuio CUCTeMbI 3aiuThl [10 Ha HECAHKIIMOHUPOBAHHBIN 3ayCK
€) MOXHO ONpPAIIMBATh UACHTUDHUIUPYIOUIUI 3JIEMEHT IJIe YTOIHO, KOT/[a YIOJHO U CTOJIBKO pa3, CKOJIbKO

HYKHO

Kakue nelicTBus BBITIOJIHSIOTCS B peXXUMe MIH(POBaHHUS IPOCTOH 3aMEHBI?

a) 3ammppoBaHUe KAXIO0ro 64-0ut 6J0Ka MHPOPMAIMU BBITIOJIHAOTCS 32 ONMMCAHHBIX payHIa

0) KaxIpIi OJOK OTKPBITOTO TEKCTAa MOOUTHO CKJIAIBIBACTCS 1O MOAYIIO 2 ¢ OJI0KOM raMMBI IIKdpa pasmMepoM
64 dut

B) st 3amonmHeHus peructpoB N1 u N2, ¢ 00paTHOI CBsA3bIO HAUWHAS €O 2-TO OJI0OKA, HCIIOIB3yeTCs He
MpeAbIaYIINi OJIOK TaMMBI, @ pe3yNbTaT 3al(pPOBaHHS MPEABIAYIIETO OJI0Ka OTKPHITOTO TEKCTa

r) mepBblid 64-6uT OJ10K MaccuBa H(pOpPMaUH, st KOTOPOTO BHIUUCIISIETCS] KpUNITOrpadudecKas KOHTPOJIbHAs

cyMmMa, 3anucbiBaercst B peructpbl N1 1 N2 1 3amm(poBbIBacTCS B COKPAIIEHHOM pPEeXHUMe

Kakas KaTeropus sBJIACTCA HauboIee pHCKOBaHHOﬁ JJIA KOMITIAHUM C TOYKHU 3PEHUA BEPOATHOTO MOICHHNYECTBA

1 HapyuIieHus 6e3omacHocTn?

a) COTPYIHHUKHU

6) xakepsl

B) aTakyromue

T) KOHTpareHTH (JInIa, paboTaIoIIKeE TI0 TOTOBOPY)

Ecnu pazaudHbIM TpyNnaM Mojb30BaTeeil ¢ pa3IndHbIM YPOBHEM JJOCTYyIIA TPEOYeTCs TOCTYII K OTHOM M TOH ke
nHpopmManny, Kakoe 13 yKa3aHHBIX HIKE AEHCTBUI ClIeayeT NpeIpHHATh PYKOBOACTBY?

a) CHHM3WTh YPOBEHb 0€30IaCHOCTH 3TOH MH(OPMAIUH TSt 00ECTICUeHHs €€ TOCTYITHOCTH B y100CcTBa
UCTIONIb30BAHUS

6) TpeOGoBaTH MOANMCAHMS CIIEIHAIBHOTO PAa3pEeIICHIUs KaXKABIH pa3, KOTa 4eIOBeKy TpeOyeTcs JOCTYH K 3TOH
nHpOpMaUN

B) YIJIyYIINTH KOHTPOJIb 32 0€30IaCHOCTHIO 3TOW HHPOPMAITUI

T) CHHU3WTh YPOBEHb KJIaCCH()HUKALINHU 3TON MH(POPMAITIH

KTo B KOHEUHOM CUeTe HECET OTBETCTBEHHOCTH 32 FAPAHTHH TOTO, YTO JaHHBIC KIIACCH(DHUIIUPOBAHEI H
3alIMIIEHBI?

a) BIIAJICTBIIBI JAHHBIX

0) TOJB30BATENH

B) aJIMUHHCTPATOPHI

T) PYKOBOZICTBO

Korma nenecoobpa3Ho He MpeINIPUHAMATh HUKAKUX TEWCTBUN B OTHOIICHWHU BBISIBJICHHBIX PUCKOB?
a) HUKOT[A.



6) Korja pucku HE MOT'YT OBITH MPUHATBI BO BHUMAHUE 11O MTOJIMUTHUICCKUM COO6pa)K€HI/IHM
B) Korma HeO6XO,I[I/IMBIe 3alMUTHBIC MCPBI CIITUIIKOM CJIIOKHBI
F) Korga CTOMMOCTB KOHTPMEDP NPEBBIACT NEHHOCTh aKTHBA U TOTCHIUAJIBHBIC IOTEPU

OtBernl: 1-a; 2-a; 3-0, B; 4-B, 1; 5-a; 6-a, T, 1, ¢; 7-a; 8-0; 9-a; 10-r; 11-a; 12-B; 13-a; 14-a, 6; 15-a, 0, B, T; 16-a; 17-a; 18-
B; 19-r; 20-r

4.1.2. Pejepar. Tema 1. OcHOBHbIE OHATHS U AHAJU3 YTpo3 HHPopMauoHHOI Ge3onacHocTU. Tema 2. [TonuTnku
6e3onacHocTH. Moneau nmoautuk 6ezonacuoctu. Tema 3. Ctangaprel nndgopmannonHoi 6e3onacHocru. Tema 4.
Kpunrorpapuyeckas samura napopmanuu. Tema 5. TexHosioruu ayreHTupuranuu.

4.1.2.1. Ilopsigok NMpoBeIeHUSIH MPOLEAYPa OLeHUBAHHUS.

OOyyarommumecst caMOCTOSITENIFHO MHIIYT paboTy Ha 3aJaHHYI0 TEMY M CHAlOT MPENOJaBaTeNli0 B NMHCHbMEHHOM Buuae. B
paboTe mpom3BoAWTCS 0030p MaTepHaja B OINPEHSIEHHONW TeMaTH4eCcKOW obmacth nubO mpemiaraeTcs COOCTBEHHOE
pelleHne ONpeeNEHHON TEOPETUYECKOW WM IPAaKTHUeCKOM mpobieMbl. OLEHUBAIOTCS MPOpaboTKa HCTOYHHKOB,
U3JIOKEHHE MaTepuana, (OpMYJIUPOBKA BBIBOJOB, COOJIOACHHE TpPeOOBaHMH K CTPYKType M O(OpPMIICHHIO paboTHl,
CBOEBPEMEHHOCTb BBINOJIHEHHS. B ciryuae myOnuyHoit 3amunThl pedepara OLeHUBAIOTCS TAKXKE OPATOPCKHE CIOCOOHOCTH.

TpeboBanus k pedepary

ITpu opopmiennn Tekcra pedepara cienyeT IpUACPKUBATHCS CIEAYIONINX TapaMeTPOB:

noJisi: JeBoe — 35 MM, mpaBoe — 15 MM, BepxHee — 25 MM, HIDKHEE — 25 MM;

OpHEHTALUSI CTPAHMIIBI: KHIDKHAS,

mpudT: TimesNewRoman;

Keruis: 14 nT (IyHKTOB);

KpacHast cTpoka: 1 mm;

MEXAYCTPOUHBII HHTEPBA: IOIyTOPHBIH;

BBIPAaBHUBAHHE OCHOBHOT'O TEKCTa U CHOCOK: IO IIHPHHE.

Wnnroctpauiun B BUjE€ PUCYHKOB, ()OTOCHHMMKOB, CXeM M T.I. MOTYT paclojarathCsi OPraHMYHO C TEKCTOM
(BO3MOXHO OJIMDKE K MJUTIOCTPUPYEMO 4acTH) JIMOO Ha OTHENBHBIX JIMCTaX. B 000M ciiydae BBINOJIHSAETCS HyMepalust
(cxBO3Has Ui BCEeX pas3zielioB), KoTopas pacrojaractcs BBepxy. IlonpucyHOUHYI0O HyMepaluio U HaANUCh paclojiaraTh
BHU3Y.

3akaHuMBaeTCs MOSICHUTENbHAs 3amucka OuOnmorpaguyeckuM CIIMCKOM HCTOYHHKOB, K KOTOPBIM oOOpamiajics
CTYZIEHT BO BpeMs paboThl Haj pa3pabaTbiBaeMOil TEMOM.

OObeM  MHPOPMAIIMOHHO-TEXHOJOTHMYECKOW  JIOKYMEHTAlMM HE  perjaMeHTHpyeTcs — OH  JIUKTyeTcs
JOCTaTOYHOCTBIO [UISi TPAKTUYECKOrO NpHMeHeHWs. KapTouku 3amaHust Uil CaMOKOHTPOJISL (€CJIM TaKOBBI MMEIOTCH)
BKJIaJIBIBAIOTCS B IIPO3padHble (ailbl.

Pedepar 1o cBoeMy CTpyKTYpPHOMY COZEPKaHUIO TOJDKEH COJEPKaTh CIIeTYIOIINE SIEMEHTHI:

- TUTYJbHBIH JIUCT;

- cofepKaHHe;

- BBEJCHHE;

- 0a30BOE IMOHATHUS,

- HCTOpHYECKas cIipaBKa (0COOEHHOCTH 3apOXKICHHS U PAa3BUTHS, OCHOBOIIOJIOXHHUKHY U T.1.);

- kiaccudukanms (BUabl, GOPMBI U T.11.);

- ofmee 1 yacTHOE IOJI0XKEHHS TI0 IPUMEHEHHIO B Y4eOHO-BOCITUTATEILHOM IIPOLIECCE;

- TJoccapuii;

- CIHCOK HCIIOJIb30BAaHHBIX HCTOYHHKOB

- IPWIOKEHUS

4.1.2.2 Kputepun oneHNBAHUS

O1eHKa «OTIMYHOY» CTABHUTCS, €CJIN Y 00y4yarouierocs:
86% TpaBUILHBIX OTBETOB U OoJIee.
O1eHKa «XOPOLIO0» CTABMTCS, €CJIM Y 00yUaromerocs:
Ot 71% 10 85 % npaBUIIbHBIX OTBETOB.
OneHKa «yA0BJIeTBOPUTEIbHO» CTABUTCS, €CJIM Y 00y4arolerocs:
Ot 56% 1o 70% npaBUABHBIX OTBETOB.
OueHka «HeyA0BJICTBOPUTEIBHO» CTABHTCS, €CJIH Yy 00y4aloIerocs:
55% npaBUIBHBIX OTBETOB U MEHEE.
4.1.2.3. ConepsxaHne OLECHOYHOI0 CPeCTBA

Tembl 1-5
[IpumepHbIe TEeMBI pedepaToB:



1. Texanueckre KaHaIbl yTeIKH HHPOPMAITUH.

2. BeIsiBIEHHE TEXHUUECKUX KAHAIOB YTEUKH HHPOPMAIIHN.

3. OpraHmzanus M TPOBEACHHE MOWCKOBBIX MEPONPHATHH Ha OOBEKTE C IETbI0 OOHApY)KCHUS KaHAJOB YTEUKH
nH(popManuy, BEIIBICHHUS CPEICTB ChbeMa HH(popManum.

4. Metozpl 1 cpeAcTBa 3aMIUTHI HHPOPMAIMH OT YTEUKH 0 TEXHUYECKUM KaHAJIaM.

5. NadopmarmonHast 6e3omacHocTh B cpene Windows NT.

6. MudopmarmonHast 6e3o0macHOCTh Ha ocHOBe NovellNetWare

7. NadopmarmonHas 6e30macHOCTh Ha ocHOBe Unix.

8. Bonpocs! 6e3011acHOCTH AIIEKTPOHHOM TOPTOBIIH.

9. 3amura Internet-roprosnu: HHPPACTPYKTYpa U CTAHAAPTHI.

10. Kpunrrorpadus uist 3J€KTpOHHOW KOMMEPIIHH.

11. HopMaTHBHO-TIpaBOBBIE aCIEKTHI 3JIEKTPOHHOTO OU3HEca.

12. Be3omacHOCTh mipu padote B MIHTepHET.

13. Creranorpadus - ICKyCCTBO COKPBITHS CaMOro (akTa nepeaadn nHpopManuu

14. VlHTemnexTyansHast COOCTBEHHOCTD B OOJIACTH MIPOTPAMMHBIX IPOIYKTOB.

15. 3ammura 0a3 1aHHBIX.

16. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO OCTYTIA.

17. Bupycsl 1 BpeIOHOCHBIE IPOTrPaMMBL.

18. KommuiekcHoe obecrieueHre HHPOPMAMOHHON 0€30MaCHOCTH B KOMMEPUECKHX CTPYKTYpax.

19. HccnemoBanwe Mecta u poid mpobieM HHOOPMAIMOHHON OE30MacHOCTH B CTAHOBJICHHHM COBPEMCHHOI'O
nH(OPMAIMOHHOTO 00IIECTBA.

20. UccnenoBanue npobieM obecrieyeHus: OanaHca MHTEPECOB JIMYHOCTH, OOIIECTBa M rOCYAapcTBa B MH(OPMAMOHHOMN
chepe.

21. HccrmemoBanme pomd W MecTa HWHPOPMAIMOHHOW OE30MacHOCTH B OOECICUCHUH BOCHHOW, SKOHOMHIYECKOM,
9KOJIOTMYECKOH, MHBIX BUJOB HAI[MOHAJIBHOW 0€30MacHOCTH.

22. HaunonanbHble MHTEpechl Poccuu 1 HHPOPMAIIMOHHOE TPOTHBOCTOSHIE B COBPEMEHHOM MHpE.

23. lleHHOCTHAS OpUEHTANNUS JIMYHOCTH, €€ HHPOPMAIIMOHHOE 0OOCHOBAHHE.

24. ndopmannonHast 0€30MaCHOCTh U TOJIUTHIECKas! ITHKA.

25. ndopmannoHHOE MPOCTPAHCTBO U IIPpo0IeMa [ETOCTHOCTH POCCHIICKOTO TOCYAapCTBa.

26. UccnenoBanue Mecta u ponu CMU B pemieHnu 3aa4 HHQOPMAIMOHHOTO 00ecredeH s TOCy1apCTBEHHOM MOJIUTHKH
Poccuiickoit denepanuu.

27. [IpaBoBbIe MEXaHU3MBI PETYJINPOBaHUs B chepe IPONU3BOJICTBA U IKCILTyaTallMi KPUNTOTpadhUIECKUX NPOIYKTOB.

28. Pa3paboTka npaBOBEIX MEXaHU3MOB PErYIHPOBAHUS IIEKTPOHHOTO TOKYMEHTO000pOTA.

29. [IpoGembl MPaBoOBOro odecIieueH s co3AaHus U QyHKIIMOHMPOBAHHS CUCTEMbl MOHUTOPHHTA YTIPO3
nH(OPMAIMOHHBIX aTaK Ha KPUTHYECKU Ba)KHbIE CErMEHThI HH(OpMaMOHHOH nHppacTpykTyps! Poccuiickoit @enepaunu.
30. Paspabotka m HaydHOe OOOCHOBaHWE IIyTed obecnedeHus HH(POPMAIMOHHO-TICUXOJIOTHYECKOH 0e30MmacHoCTH
JIMYHOCTH M O0IIeCTBa.

4.1.3. Jladopatopubie pad6orbl. Tema 2. IMosmTukn Oe3omacHocTu. Momean moauTuk Oe3omacHoctu. Tema 4.
Kpunrorpaduueckas 3amura unpopmauun. Tema 5. Texnonoruu ayreHTupuKanmu.

4.1.3.1. Ilopsigox nMpoBeIeHHS H MPOLEAYPA OLeHHBAHUS.

Ha ma®opaTOpHBIX 3aHATHAX CTYICHTHI PEUIAIOT THIIOBBIC 33Ja4H C HCIIOJIH30BAHUEM HH(OPMAIIMOHHBIX TEXHOJIOTHH.
Pabora Ha naboOpaTOpHBIX 3aHATHAX MPEAIONATACT MOBTOPEHHE TEOPETHYECKOTO MaTepHhalia, aKTHBHOE YYacTHE B
COBMECTHOM pEHICHWW 3aJjad, OTYETHI 0 BBITONHCHHOW noMamrHed pabore. IIpM MOATOTOBKE K 3aHATHSIM CIEIyeT
OpUEHTHUPOBATHCS HA KOHCIICKTHI JISKITUH, a TAK)Ke YICOHUKH U3 PEKOMEHIOBAHHOTO CITUCKA JIUTEPATYPHI.

B ayauropun, ocHamEHHON COOTBETCTBYIOMIMM 000PYA0BaHUEM, 00yJaIONIHecs TPOBOIAT yUeOHbIe SKCIIEPUMEHTHI U
TPEHUPYIOTCSI B NMPHUMEHEHHWH TPAKTHKO-OPHEHTUPOBAHHBIX TEXHOJIOTHH. OTIEHMBAIOTCS 3HAHWE MaTepualia M yMEHHE
MIPUMEHSTH €ro Ha IPaKTHUKE, YMEHHS M HaBBIKH 110 paboTe ¢ 000pyIoBaHHEM B COOTBETCTBYIOIIEH MpeIMeTHOH obmacTu.

JlaGopatopHble pabOTHl MPOBOAATCS TPENoaaBaTeseM COTIACHO pa3pa0OTaHHOMY W YTBEPXKICHHOMY Ha Kadempe
paboueit mporpamme. Kaxkmas maboparopHO-TipakTHdeckas paboTa BBIMOIHIETCS MO OMPENEICHHOW TeMe NPOrpamMMEl B
COOTBETCTBHUH C 33JaHHEM.

[lepen BBIONHEHUEM KaXIOH pabOTHI CTYINCHTHI-OaKalaBphl JOJDKHBI MPOPadOTaTh COOTBETCTBYIOIIUI MaTepHhall,
UCTIONB3Ysl KOHCTIEKTHl TEOPETUUECKHUX 3aHATHH, IEPHOANYECKUE U3/1aHHs, YI1eOHO-METOINYECKHE TIOCOOUS M yIeOHNKH

Ha kaxxgoM 3aHATHU CTYICHTHI BBINOJNHSIOT Pa0OTy B COOTBETCTBUU C €€ COJCPNKAHUEM W METOIUYCCKUMHU
YKa3aHHUSIMU.

[To okoHYaHUM 3aHATHIT CTYAEHTHI OQOPMIISIOT OTHET 10 Ka)JJ0H paboTe, COOIIOIast CIEAYIONYI0 GOopMy:

* HaumeHOBaHHE TEMBEI,

e Tlenb paboThl;

* 3anmaHue U coAep)KaHUE BHIIOJTHEHHON paboTHI,

* [IuceMeHHBIE OTBETH HA KOHTPOJIBHBIE BOIIPOCHI.

e BBIBOIBI 11O MpOJICTIAHHOK padoTe.



¢ CHHCOK UCITOJIb30BAHHBIX HCTOYHHUKOB.

4.1.3.2 KpuTepuu oneHUBaHUS

OueHKa «OTJIUYHO)» CTABUTCH, €CJIM 00yYaronIuiics:

[IpaBunbHO BBIMOJHUA Bce 3afaHusi. [IpogeMOHCTpUPOBaNl BBICOKMH YpOBEHb BiageHUs MarepuaioM. [IposBieHs
MIPEBOCXOTHBIC CIIOCOOHOCTU PUMCHSITh 3HAHWS U YMCHHS K BBIMOJIHCHHIO KOHKPETHBIX 3aTaHHIH.

OneHKa «X0poIIo» CTABUTCHA, €CJIH 00yJaroluiics:

[IpaBWIbHO BBITOJHUI OOJBIIYI0 YacTh 3amaHuil. [IpUCYTCTBYIOT HE3HAYUTENbHBIC OIMMOKW. I[IpoaeMOHCTpHUpOBaH
XOpOIIWH YpPOBEHb BIAACHUS MarephajoM. I[IposSBICHBI CpeiHWEe CIIOCOOHOCTH NPUMEHATh 3HAHUS W YMEHHS K
BEITTOTHEHUIO KOHKPETHBIX 3a/IaHHH.

O1eHKa «yA0BJIEeTBOPUTEIBHO CTABUTCS, €CJIM 00ydaromuiics:

3amaHus BBITONHII Oojiee dYeM  HamoJoBuHY. [IpucyrcTByroT cepné3Hple ommOku. [IpomemMoHCTpHpOBaH
YIIOBJICTBOPUTEIIBHBIA YPOBEHB BIAJICHHUS MaTeprUaioM. [IposiBICHBI HU3KKUE CITIOCOOHOCTH MPUMEHSTh 3HAHHUS M YMCHHUSI K
BBITIOJTHEHUIO KOHKPETHBIX 3a/IaHuM.

OueHkKa «HEY10BJIE€TBOPUTEIbHO CTABUTCS, €CJIH 00yUYalommiics:

3ajaHus BBIIOJHWI MEHee YeM HamoJoBUHY. [IpoIeMOHCTpUPOBAaH HEYAOBIETBOPUTENbHBIM YPOBEHb BIIAJICHUS
MaTepuaiom. HpOHBJ’IeHbI HEA0CTAaTOYHbIC CHOCO6HOCTI/I NMPUMCHATb 3HAaHWUA W YMCHHSA K BBIIIOJTHCHUIO KOHKPETHBIX
3a/laHui.

4.1.3.3. Conep:xaHue OLEHOYHOT0 CpeCTBA

Temsl 2, 4,5
JlabopaTopras pabora 1 «Metoxabl kpunrorpadudeckoil 3ammrtel nHGOpMarun. [IpocTeiimmie arropuTMbl MUPPOBAHUS
(Cucrema mmdposanus Llesaps, [Ipocras moHoandaBuTHas 3ameHa, G-KOHTypHasi MHoroaidasuTHas 3amena, [Ipocras
nepectaHoBka, [lepecranoBku ['aMunbTOHA)Y.
JlabopaTopHnas pabota 2 «3I1eMeHThI KpunToaHanu3a. OleHKa YaCTOTHOCTH CHUMBOJIOB B TEKCTEY.
Jlabopatopnas padota 3 «IloacucTeMbl MapoSbHON ayTeHTH(HKAIMK MOJib30BaTench. ['eHeparophl mapoineit. OreHka
CTENEHU CTOMKOCTH NapOIbHOM 3aIUThD».
IIpumep n1a6opaTopHoii padoThl Ne 1
«MeTtoabl Kpunrorpaguyeckoii 3aMThHl HHGOPMALMHT
pocreiimmue aJropuTMpl M (PPOBAHUDY
Llenv pabomubl — W3YYCHUE TPOCTEHIINX TPATUIMOHHBIX AITOPHUTMOB KPUNTOTpaQUUECKON 3aIlUThl HHQOpMAINH ¥
0COOCHHOCTEH UX MPAaKTUIECKOH peau3aliiH.
TeopeTuyeckuii MaTepuaJ
Kpunmoepagus
Kpunrorpadus npexncrapiser coboil COBOKYIHOCTh METOAOB IpeoOpa3oBaHMs AAaHHBIX, HAIIPABIEHHBIX Ha TO, YTOOBI
caeiaarb 3TU [OAaHHBIC 0OeCIoIe3HBIMHU U1 TPOTUBHUKA. Takwne npeo6pa3OBaHI/m IMO3BOJIAIOT PEIIUTH JIBE TJIABHBIC
POOJIEMBI 3alUThI JAHHBIX: MPOOJIEMy obecrieueHus: KoH@uoenyuaroHocmu (MyTeM JUIIECHUS POTUBHUKA BO3MOXKHOCTH
n3Biieyb MHGOPMAIMIO M3 KaHaja CBsI3M) U mpolneMmy yerocmuocmuy (IyTeM JWUIEHUS MPOTHBHUKA BO3MOXKHOCTH
HU3MEHUTH COOOIIEHHE TaK, YTOObI M3MEHHJICS €10 CMBICI, WIIM BBECTH JIOKHYIO HHPOPMAIIMIO B KaHAJI CBS3H).
O0oOmieHHass cxeMa KpHUNTOrpaUIecKoil CHUCTeMBI, oOecreuuBaromed IugpoBaHue IepeaaBaeMoil HH(pOpPMAINH,
n300pakeHa Ha CIeIYIOIIEM PUCYHKE:
Kirou K
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Tlepexsarunx

Omnpasumens TEHEPUPYET OMKPLIMbIL MEKCH UCXOJHOTO cOoo0IIeHHs M, KOTOpPOe NODKHO OBITh MepeiaH0 3aKOHHOMY
MOJyYaTeI0 IO HE3Al[UIICHHOMY KaHaly. 3a KaHAJIOM CIEAUT MEePeXBaTUYUK C LENbI0 TEePEeXBATUTh U PACKPBITh
nepenaBaemoe coobuienue. J{iast Toro, 4ToObl MEPEeXBATUUK HE CMOI y3HATh COJEpIKaHHE COOOLICHUs M, OTHpaBHUTENb
muppyeT e€ro ¢ MoMoIpK o6paTuMoro npeobpaszoanus Ey u monydaer wugpomexemC=E(M), KOTOpbIi OTIpaBiseT
MOJTy4YaTero.

3akoHHBIH TOdy4aTens NpuHAB HmMpporekcTC, pacmmpOBHIBACT €ro C IOMOIIBI0 00paTHOTO mpeobpaszoBanmsa Dy=

E, . (C) u nonyuaer nexonnoe cooGuienne B Buie OTKPHITOro Tekcta M.

[Ipeobpa3oBanue Ey Ha3BIBACTCS KpUNMOoOAncopummon.



Mox kpunmoepaguueckum knouomK MOHUMAETCS] KOHKPETHOE CEKPETHOE COCTOSIHHE HEKOTOPBIX MapaMeTpOB alrOpUTMa
KpunTorpaguueckoro mpeodpa3oBaHus JaHHBIX, 00ECIIeUNBAOIIee BHIOOP TOIBKO OJHOTO BapHaHTa U3 BCEX BO3MOKHBIX
JUIsl TAaHHOTO airoputMma. JlaHHbIH KITio4, JTUOO €ro 4acth, SBISETCS 3aKpbITO HMH(oOpManuei, KoTopas JOKHA ObITh
M3BECTHA TOJBKO 3aKOHHBIM Y4YaCTHHKAaM KpUOTOrpaduyeckoro oOMeHa. YTeps CEKpEeTHOW 4YacTh KIYa BeleT K
PACKPBITHIO BCETO 3aIIUIIEHHOT0 OOMeHa.

Kpunmoananus
JIrobast OMBITKA CO CTOPOHBI MepexBaTunka pacmudpoBarh WUPpoTekcTC I MOMYYEeHUst OTKPBITOro Tekcra M mnm
3amm@ppoBaTh CBOW coOCTBEHHBIH TekcT M™ st moiydeHus npasnpononobHoro mudporekctaC’, He UMesl MOJJIUHHOTO
KJIF04a, Ha3bIBACTCS KPUNIMOAHATUMUYECKOU AMAKOU.
Ecnu npennpuHsAThIE KPUNTOAHATMTUYECKUE aTaKH HE JIOCTHIAIOT MOCTABJICHHOW LIEIHM M KPUINTOAHAIUTHK HE MOXKET, HE
uMesl ToIMHHOTO Kitoua, BeiBecTd M u3 C mwimu C' u3 M’ To cucteMy Ha3bIBAIOT KPUNIMOCTOUKOU.
Kpunroananu3 — 3To Hayka O PacKphITUM HCXOAHOTO TEKCTa 3alM(POBAaHHOTO COOOLIEHUsT Oe3 JOCTyna K KIIovy.
VYcnemHsplii KpUInToaHaan3 MOXKET PACKPBITh UCXOIHBIM TEKCT WIH KITIOY.
Tpaouyuonnvle cummempuyHsie anr2opummsl WUPPOanus
Cpenu Hambosee pacripOoCTPaHEHHBIX IPOCTEHINTNX aNTrOPHUTMOB IMH(GPOBaHUA WH(POPMAIWH MOXHO BBIICIUTH IUPPHI
TIEPECTAHOBOK W MM PHI 3aMEHBI (TI0JCTaHOBKH).
Ulugpposanue nepecmanoskoli 3aKIO4aeTcs B TOM, UYTO CHMBOJIBI IMHU(PYEeMOTO TEKCTa IIEPECTABISIFOTCS MO
OTIpEIcTICHHOMY TIPaBHIIy B IIPEEiax HEKOTOPOro OJI0Ka 3TOTO TEKCTa.
[Mpumepamu mmdpoB nepecTaHOBKY SBISIOTCS H(P «CKUTaNa», MHUGPYIOLUIHE TA0IHUIIBL.
LIugposanue 3amenotl (n0oOCMano6Koll) 3aKIHOYACTCS B TOM, YTO CUMBOJIBI MIH(PPYEMOro TeKCTa 3aMEHSFOTCS CHMBOJIAMHU
TOTO K€ WX APYroro angaBuTa B COOTBETCTBHE C 3apaHee 00YCIOBICHHOM CXeMOH 3aMeHBI.
[Mpumepamn mmppoB 3aMeHbl SBISIOTCS MOHOaN(aBUTHAs 3aMeHa, MHoroaindaBuTHas 3ameHna, mmop Llesaps, mudp
I'pocdenbna, mudp Bikunepa.
Cucmema wugposanusa Llezaps

Mudp Llesaps sBusieTcss 4acTHBIM ciaydaeM Mmmdpa mpoctod 3aMmeHbl. CBoe Ha3BaHHWE 3TOT MIM(P MOIYYHI IO UMEHH
pumckoro umnepaTopa ["ast FOmms Le3apst, KOTOpBIH HCHOIB30BaN 3TOT mHUdp npu nepenrcke ¢ Luneporom (okomo 50 T.
JI0 H.3.).
[Tpn mmpoBannu ncxogHoro Tekcra MerogoM Llesapsi, kaxaas OykBa OTKPBITOTO TEKCTa 3aMEHSETCS Ha OYKBY TOTO XKe
andaBuTa MO CIEAYIOMEMY MpaBWIy. 3aMEHSIomas OyKBa ONpPEACIsIeTCs MyTeM CMEIICHUS Mo anpaBUTy OT UCXOJHOU
oykBbl Ha K OykB (mo3uuwmii). [Ipu noctmwkeHun koHna ajdaBuTa BBHIIONHSIETCS LUKIMYECKUH MEpPEeXoa K ero Havamy.
CwMmermenue K B maHHOM citydae onpenenseT Kirod mudpoanus. COBOKYIMTHOCTh BO3MOKHBIX MOJCTAHOBOK JIJIs OOJIBIIINX
OykB anriuiickoro aindasuta u K=3 npezacrasiena B Tabiuue 1.

Tabnuma 1. Tabmuma noacTaHOBOK
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Maremarmnueckas mozens mudpa Lesaps 3anuceiBaercs B Buae (1)
C=(P+K) modM (1)

rne C — xox cumBoja mudpoTekcra, P — Kox cuMBosia OTKPBITOrO TekcTa, K — kKoaddumueHt casura, M — pasmep
andasuTa, mod — onepanus HaxoXK/J€HUs OCTaTKa OT AeJieHus Ha M.
Hanpumep, pesynabraTom mudpoBanus otkpsitoro tekcta REDAPPLE no merony Llesaps ¢ kimouomMK=3 OyaeT sBIATHCS
nocnenoBaresnibHocTh UHGASSOH.

Ilopsinok BHINOJHEHHA JIA00PATOPHOIT paGoThI
1. Tlo3HakOMHTBbCS HAa TPAKTHKE C JIEMOHCTPAIIMOHHBIMH MOJEISIMUA TPAJUIMOHHBIX CHMMETPHUYHBIX aJTOPHUTMOB

mmdpoBanus. s 3TOro 3amycTuTh mporpammy textl2.exe or mmeHu monb3oBaTens «Oist» mapoib «123», 3amycTUTh
pexum «Teopusi».

2. TlpoliTm TecTMpOBaHHWE 1O HM3YYCHHOMY MaTepHally, 3allyCTHB B JIEMOHCTpPAIIMOHHOW Monenu textl2.exe pexum
«TpeHax».

3. W3 Tabnuubl 2 B3iTh aNrOPUTM INU(POBaHHS M €ro KIIY, COOTBETCTBYIOLIME Bamemy Bapuanty. Peanu3oBath
MPOTPaMMHBI MOIynb ImH(poBaHus W nemudpoBanus (aiinoB Ha xecTkoMm aucke IIK B cooTBeTcTBHM C JaHHBIM
QITOPUTMOM IMU(PPOBAHUS U KIFOUOM.

4. OdopMuTh OTUET MO JIAOOpaTOPHOU padoTe.

KoHTpoabHBIe BONPOCHI
1. Oxapaxtepu3yiiTe HalpaBiIeHNE «KpunTorpadusy. YTo Ha3BIBAIOT KPUIITOrPAPUIESCKAM KITFOUOM ?

2. IlpoxnaccuduiupyiiTe TpaaulMOHHBIE ANTOPUTMBI HnppoBanus. KpaTko oxapakTepusynTe 3TH KIIacChl.

3. Oxapaktepusyiire Mertoxsl mmdposanus Llesaps, mnpocTyto MoHoandaBUTHYIO 3ameHy, (G-KOHTYpHYIO
MHOT0aJI()aBUTHYIO 3aMEHY, IIPOCTYIO NIEPECTAHOBKY, IEPECTaHOBKH [ aMHUIIbTOHA.

4. Yto noHMMaeTCs 10/ KPUITOAHAIN30M?



Tabauma

1.1. BapuaHTsI

Bapuant Aunroput™ mmdpoBaHus Kirou
1 Hludp Lesaps K=4
2 IIpoctast MoHOANI(aBUTHAS 3aMeHA a=3, K=2
3 G-KOHTYpHasi MHOTroaJI(haBUTHAs 3aMeHa K=33922
4 IIpocrast nepecTaHOBKa K=632514
5 IlepecranoBku ['aMuiibTOHA K=13
6 Hludp Lesaps K=2
7 IIpoctast MoHOANI(aBUTHAS 3aMeHA a=7, K=3
8 G-KOHTYpHasi MHOroaJI(haBUTHAs 3aMeHa K=12578
9 IIpocrast nepecTaHOBKa K=4172536
10 IlepectranoBku ['aMuiibTOHA K=32
11 Iugp Iesaps K=7
12 IIpoctast MoHOAII(aBUTHAS 3aMeHA a=11, K=2
13 G-KOHTYpHasi MHOroaJI(haBUTHAs 3aMEHa K=13243
14 IIpocrast nepecTaHOBKa K=32541
15 IlepecranoBku ['aMuiibTOHa K=45
16 Iugp Iezaps K=9
17 IIpoctasi MoHOA/I(aBUTHAS 3aMEHA a=13, K=5
18 G-KOHTYpHasi MHOroaJI(haBUTHAs 3aMEHa K=94827
19 Ipocrast nepecTaHOBKa K=813926457
20 IlepectanoBku ['aMuiibTOHA K=14
21 Iugp ezaps K=8
22 IIpocrasi MoHOAI(aBUTHAS 3aMEHA a=17, K=4
23 G-KkoHTypHast MHOTOQJI(aBUTHAS 3aMeHa K=37984
24 IIpocrast nepecTaHOBKa K=3124
25 IlepectanoBku ['aMuiibTOHA K=35
26 Iugp ezaps K=11
27 IIpocrasi MoHOANI(aBUTHAS 3aMEHA a=19, K=3
28 G-KkoHTypHast MHOTOQJI(aBUTHAS 3aMeHa K=2893475
29 TIpocrast nepecTaHoOBKa K=35124
30 IlepectanoBku ['aMuiibTOHA K=53
IIpumep odopmienus oryera nmo J1aboparopHoii pabore
JIABOPATOPHAS PABOTA Ne |
HA3BAHUE JIABOPATOPHOU PABOTbI
BBIIOJIHUIL: crt. p. ..... ®UO
BAPUAHT Ne ...
IIEJIb IABOPATOPHOI PABOTHI
B xoze BeInosHEHNS 1a00paTOpPHOM pabOTH peaan30BaH aJroOpUTM MH(POBAHUS ... ... C KIJIIOYOM .....

KO/l ITPOI'PAMMBI
PE3VYJIbTATBI PABOTBI [IPOTPAMMEBI
OTKpBITHIE JAHHBIE ..........
Pesynbrar mmdpoBanus .....
Pesynprar nemm¢pposanusg .....

4.2. OueHOYHbIE CPeCTBA MPOMEXKYTOUYHOI aTTecTAlMU

[To aucuumIHe MPeayCMOTPEH 3aueT. 3a4eT MPOXOAMT Mo Ounetam. B kaxjaom Ounere oIMH TEOPETHUUECKH BOIPOC U
OJTHOIIPAaKTHYECKOE 3aJ[aHue. 3aueT MPOBOJMTCS B YCTHOH, MUCBMEHHOW WM KOMIbIOTepHOH ¢(opme. OneHuBaercs
BJIaICHUEC MaT€puajioM, €ro CUCTEMHOE OCBOCHHUC, CHOCOOHOCTH NMPUMEHATL HYXHBIC 3HAHWA, HABBIKM U YMCHUA IIPpU
aHaJM3e MPOOIEMHBIX CUTYallui M peIlICHUH MPAaKTHYECKUX 3aJaHHH.

4.2.1. YcTHBIH MM NHCbMEHHBIN 0TBET Ha BONPOC

4.2.1.1. Ilopsinok npoBeJeHHUS M MPOLEAYPA OLCHUBAHUS.

VYCTHBIN MM NUCBMEHHBIH OTBET Ha BOIPOC HANpaBieH Ha MPOBEPKY 3HAHUI OCHOBHBIX pa3/elioB MH(OPMAIIOHHOW
0€3011aCHOCTH, OCHOBHBIX 3aIIUTHI MH(POpMALNK U KpUNTOrpaduu.

4.2.1.2. Kpurepuu oeHUBAHNS.

«3a4TeH0» CTABUTCSI, €CJIM 00yYAKOIIHIACs:

B oTBeTe KadyecTBEHHO PACKPBUI coepikaHue TeMbl. OTBET XOPOMIO CTPYKTypHupoBaH. IIpekpacHO OCBOCH MOHATHHHBIN
ammapart. [IpoeMOHCTpHpPOBaH BBICOKMI YpOBEHb MOHMMAaHHU MaTepuana. [IpeBocxogHoe ymMeHne GpopMyInpoBaTh CBOU
MBICTIH, OOCYK/IaTh TUCKYCCHOHHBIE ITOJIOKEHHS.

«He3auTeHO0» cTaBUTCS, €CJIU 00yyaromiics:

Temy He packpbul. [IoHATHIHBIN ammapaT OCBOSH HEYJOBIETBOpUTENbHO. [loHMMaHue MaTepuana (parMeHTapHOE WIH
orcyrcTByeT. Heymenue (popMysIMpoBaTh CBOU MBICIIH, 00CYX/IaTh IUCKYCCHOHHBIE TIOJIOKEHUSI.



4.2.1.3. OueHo4YHbIe CpeACcTBA.

Bonpocs! 1/ yCTHOT0 WM MHCBMEHHOT0 0TBeTa

1. OcHOBHBIE TOHATHS HHPOPMAITHOHHON 0€30TTaCHOCTH.

2. Knaccndukanus yrpo3 nHGOPMAIIHOHHBIM cucTeMaM. HeyMbIIIIIeHHbIE U YMBIIUICHHBIE YTPO3BI.

3. Knaccugukamus yrpo3 WHPOPMAIMOHHBIM CHCTeMaM (OTKa3 B YCIIyre, HE3aKOHHOE HWCIOJIb30BAHHE MPHUBUIICTHH,
"cKpBITHIE KaHabl", "Mackapan', "coopka mycopa", "mroxu").

4. Knaccudukarus yrpo3 MHGOPMAIMOHHBIM CHCTEMaM (BPEIOHOCHBIE IPOIPaMMBI: BUPYC, TPOSHCKHH KOHB, YEpBSIK,
»aJHas IporpaMma, OaKkTepusi, JJorndeckas 0om0a, Jia3eikn).

5. OcHOBHBIE METO/IBI OOeceyeHus 0e30MacHOCTH MH(GOPMAIIMOHHBIX cucTeM. [IpaBoBoe obecrniedeHre 6e30MacHOCTH.

6. OcHOBHBIE MeETOIbI OOecredyeHHs 0e30MacHOCTH HMH(POPMAIMOHHBIX cucteM. OpraHn3alMOHHO-aAMUHHCTPATHBHOE
obecrieueHue.

7. OcHOBHBIE MeTOABI oOOecrmedeHuss Oe30HMacHOCTH WH(OPMANMOHHBIX CHCTEM. IH)XEHEpHO-TEXHHUECKHE MEphI
obecrieueHns: 0€30MTaCHOCTH.

8. OcHOBHBIE METOIBI 0OecTiedeH s 0e30macHOCTH HHYOPMAITMOHHBIX cucTeM. OCHOBHBIC (DYHKIINU TEXHUYECKUX CPEICTB
MIOJICUCTEM OE30MaCHOCTH.

9. OcHOBHBIE MeETOHBI OOecredeHus 0e30MacHOCTH WH(POPMANMOHHBIX CHCTEM. MeXaHW3MBl peanm3anud (yHKIHH
TEXHHYECKHUX CPEICTB MOJCUCTEM O€30MIaCHOCTH.

10. Monemun monuTk 6e3omacHocTi. CBOOOAHBIN W MAaHIATHBIA KOHTPOJIH 32 JIOCTYIIOM.

11. Mogenu nonutuk O0e30mnacHOCTH. MaH/IaTHBIE TIOJIMTUKU O€30MaCHOCTH.

12. Mopaenu monuTHk 6e3omacHocTH. Mogens bemna-Jla-TITamysl.

13. Mogenu nonutuk OezonacHocty. Moaens buba.

14. Monenu nonutuk 6e3onacHoCcTd. Moienb KOHTPOJIs 1iesiocTHocTH Kitapka-BuiicoHa.

15. Mogenu nonutuk 6ezonacHocTy. [1oMMTHKK M30UpaTeIbHOIO pa3rpaHUueHHUs JOCTYTIA.

16. UneHTHUKAINA 1 ayTCHTUPHUKAIHSI CyOHhEKTOB.

17. IlaponbHble cHUCTEMBl HACHTH(UKAIWK W ayTeHTH(UKAIMU Tojb3oBaTencd. OCHOBHBIC TpeOOBaHUS K BBIOOpY H
HCTIONB30BAHMIO TTAPOJIEH.

18. TaponbHBIE CHCTEMBI WACHTH(QUKAINN W ayTCHTU(HKAIMK Iojib3oBareneil. KommuecTBeHHas OIEHKa CTOHKOCTH
MIapOJBHBIX CHCTEM.

19. Unentudukanus 1 ayTeHTUHUKALS [T0TIb30BaTENEH ¢ UCIIOIb30BaHNEM TEXHHIECKUX YCTPOHCTB.

20. Unenrndukanus u ayTeHTU(UKALUS C WCIOJIb30BAaHHEM HHIMBUAYAJIbHBIX OHOMETPHYECKHX XapaKTEPHCTHK
TI0JIb30BATEIIS.

Kpatkue oTBeTHI:

1. OcHOBHBbIe NOHATHUSA MH(POPMALUOHHOII 0e30NaCHOCTH

PazroBop 00 mH(poOpMaIMOHHONW 0€30MacHOCTH HEOOXOJMMO HadyaTh C CaMOro OOBEeKTa 3ammThl. Eciam roBoputs o
TepMHUHE «MH(pOpManus», TO U1 HETO CYLIECTBYEeT Macca onpeaenenuid. Tak, Hanpumep, B 3akone PO «O6 nrpopmaryy,
nHdopmaTnzaMu M 3ammre MHGOPMAIMM» NPUHATO cienytomee onpenenenue: « Ilox nHpopmanmeid moHUMarOTCS
CBEJICHMS O JINNAX, peaMeTax, (pakTax, COOBITHX, SBJICHUIX U IpolieccaX He3aBUCHMO OT (POPMBI HX MPEACTABICHUS.

WNudopmanns nMmeeT HECKOJIBKO KaTEroOpWil, TAKMX KaK a/JeKBATHOCTb, JOCTOBEPHOCTH, IOJHOTA, M30BITOYHOCTD,
00BEKTUBHOCTD, aKTyaJbHOCTh. EciM ke MCXOAWTH C TOUKM 3peHHs MH(POPMAIMOHHOW 0e30MacHOCTH, TO MH(POPMAIHS
JOJDKHA 00J1a/1aTh CIeTYIONUMHE KaTerOPUsSMH:

*  KOHOHIEHIMAIBHOCTh — IapaHTHS TOTO, YTO KOHKpPETHas MHQOpMauus TOCTYIHA TOJBKO TEM I0JIb30BATENSM,
KOTOPBIM 3TOT JOCTYII pa3pelieH (aBTOPH30BAHHBIM TI0JIb30BaTENIM);

* IIEJOCTHOCTh — TapaHTUsl COXpaHEeHWs 3a MH(pOpMAIMedl NpaBWIbHBIX 3HAUYEHHH, HE W3MEHEHHBIX B IPOIECCe
XpaHEeHHUs U Nepeayy;

* AyTeHTHYHOCTb — TapaHTUS TOTO, YTO UCTOYHHKOM MH(OpManuu SBISE€TCS UMEHHO TO JIMIO, KOTOPOE 3asiBJICHO
KaK ee aBTop;

*  ane;IMpyeMocTh — TapaHTUs TOTO, YTO MH(OPMAIMIO MOXXHO NPHUBS3AaTh K €€ aBTOPY M HPU HEOOXOJUMOCTH
JI0Ka3aTh, YTO aBTOPOM COOOIICHHMS SIBJISIETCS] HIMEHHO 3asIBJIICHHBIN YEJIOBEK, U HE MOXKET SBJIATHCSI HUKTO JAPYTOM;

* JOCTYHNHOCTb — TapaHTHs TOrO, 4TO aBTOPHU30BAaHHBIE IIONB30BAaTENIM BCETrJa CMOTYT MHOIYYHMTh IOCTYH K
nHdopmanum.

Takum 00pa3oM, TJIaBHOH 3ajladueid MOJACUCTEMBI 0€30MacHOCTH MH(OPMAIIMOHHON CHUCTEMBI SIBISETCS 00ecreueHHs
yKa3zaHHBIX Kareropuid uHpopmanuu. [lox wuHbopMannoHHOH Oe30macHOCTRIO OyAeM MOHMMATh 3alIUIICHHOCTD
nHGOPMAIMKM W TIOAJIEPKHUBAIOMICH HHPPACTPYKTYpbl (COBOKYITHOCTH IPOTPAMMHBIX W amlapaTHBIX CpPEICTB,
obecrieynBarOmKX XpaHeHHe, 00paboTKy M mepemady WHGOpPMAIMK) OT CIyY9alHBIX FUIM HpeTHAMEPEHHBIX BO3JEHCTBHI
€CTeCTBEHHOTO WM MCKYCCTBEHHOTO XapakTepa, KOTOpble MOTYT HAHECTH HeNpHeMJIeMBIH ymepd cyObekTam
WHGOPMAMOHHBIX OTHOIICHWH, B TOM YHCJIE BJIaJeNbllaM M TMOJH30BATENIM HWHPOPMAIMH W MOJAEPKUBAIOMICH
nHdpacTpykTypsl. 3ammTa HMHPOPMAIMKM — O3TO KOMIUIEKC MEpONpPHATHH, HamnpaBiIeHHBIX Ha olecrieueHne
nH}opMannOHHOH 6€30MaCHOCTH.

2. Knaccudukanus yrpo3 nHpopMannoHHbIM cucTeMaM. HeyMbllieHHbIE H YMBIILTEHHbIE YTPO3bI



ITox yrpo3oi#i OymeM IMOHMMATh MMOTEHIMAIBHO BO3MOXKHBIC BO3ACHCTBUSA HA CHCTEMY, KOTOPBIC MPSIMO HIIM KOCBESHHO
MOTYT HAHECTH YPOH I0JIb30BaTeM0. HemocpeaCTBEHHYIO pealn3aliio YIrPo3bl Ha3bIBAIOT aTAKOM.

3HaHKE BO3MOXKHBIX YIPO3, a TaKKe YA3BUMBIX MECT 3allHUThl, KOTOPbIE 3TH YIPO3bl OOBIYHO 3KCILUTyaTHPYIOT,
HEOO0XOIUMO IJISl TOTO, YTOOBI BEIOMpATh HanOoIee SJKOHOMHUYHEIE CpeCTBa oOecTiedeHnsT Oe30MaCHOCTH.

HmeeT cMBICI pa3inyaTh HEYMBIIUICHHbIC H YMBIIUICHHBIE YTPO3BI.

HeyMmblIieHHbIe YTPO3bI CBSA3aHBI C:

* ommOKamMu 00OPYAOBaHMS MM MPOrPaMMHOI0O oOecredeHus: cOOU Mpolieccopa, MUTAHKS, HEUNTACMBIC TUCKETEHI,
OINUOKK B KOMMYHHKAIIHUSAX, OITUOKH B IPOrpaMMax;

* OIIMOKAMM YEJIOBEKA: HEKOPPEKTHBIN BBOJI, HEMPABHIIbHASI MOHTHPOBKA TUCKOB, 3aIyCK HEMPABHIBHBIX MPOrPaMM,
MOTEPS JUCKOB, MMEPECHLIKA JaHHBIX [0 HEBEPHOMY ajpecy;

* opc-MaKOPHBIMHU 0OCTOSTEIIHCTBAMH.

YMBIIUICHHBIE YIPO3bl, B OTIMYHE OT CIY4YalHBIX, MPECICAYIOT Lelb HAHECCHHs YIiepOa IOJb30BaTeIsIM
HH(pOPMAIMOHHBIX CHCTEM H, B CBOK OuYepe/b, MMOAPA3JCISIFOTCS Ha aKTHBHBIE M MaccuBHble. IlaccuBHas yrposa -
HECaHKI[MOHUPOBAHHbBIN JOCTYN K MHpOpMAIMU 0e3 U3MEHEHHUsSI COCTOSIHUSI CUCTEMbI, aKTHBHASI — CBSI3aHA C MOTBITKAMH
nepexBara ¥ U3MEHEHUs1 HH(POPMAIHH.

3. Knaccuduxamusa yrpo3 uHGOpMAIMOHHBIM cHcTeMaM (0TKa3 B Yycjayre, He3aKOHHOe HCIOJIb30BaHHe
NMPUBHJIETHi{, «CKPBIThIEe KAaHAJbI», KMACKaPaI», «COOPKAa MyCOPa», TIOKH»)

K Hanbonee pacnpocTpaHeHHBIM yrpo3aM 0e30MacHOCTH OTHOCST:

Hecankimonuposanubiit noctyn (HCJ) — Hanmbosee pacrpocTpaHEHHBIH BHJI KOMIIBIOTEPHBIX HapyleHuid. OH
3aKJII0YAeTCs] B MOJIYYEHUH TOJIb30BaTeNIeM JIOCTYyINa K pecypcy, Ha KOTOPBI y HEro HeT pa3pelleHHs B COOTBETCTBUU C
MPUHSTON B OpraHU3aluy MOJUTUKON O€30MacHOCTH.

Ortkas B ycayre. [Ipencrasisier co6oit npeHaMepeHHYI0 OJIOKUPOBKY JIETaIbHOTO JI0CTYIa K HHPOPMAaIUU U IPYTUM
pecypcam;

HeszakoHHOE HCIONB30BaHHWE NPHUBWICTHH. 3IOYMBIIUICHHUKH, NMPUMCEHSIOINE MAaHHBIM CIIOCOO aTakd, OOBIYHO
UCTIONB3YIOT IITATHOE IPOTrpaMMHOE oOecnedeHne, (yHKIHOHHMPYIOIEE B HEHITAaTHOM pexuMme. He3akoHHBIA 3axBaT
MIPUBWIETHA BO3MOXKEH MO0 NpH HaJM4YMM ONIMOOK B caMoil cucreme, MO0 B Ciydae XaJIaTHOCTH TIPH YNPaBICHUH
cucremoif. CTporoe coOmoaeHNe MpaBil YIPaBICHNS CHCTEMOH 3aIUThI, COOJIOICHNE TIPHHIMIA MUHIMYMa TIPUBHIICT Ui
MI03BOJISICT U30€KaTh TaKMX HAPYIICHUH.

«CkpbIThle KaHaib». [IpencraBmsitor cobod TyTH mepenadd WHPOpPMAUUMU MEXIY IHpOLEecCaMHd CHCTEMBI,
HapylIaloue CHCTEMHYIO NMOJHUTUKY Oe3omacHocTH. B cpene ¢ paszeneHueM ocTyma K MH(GOPMAIMU MOJb30BAaTENb
MOXET HE TOJIyYHTh pa3pelieHue Ha 0OpabOTKy WHTEPECYIOIIMX €ro JaHHBIX, OJHAaKO MOXET MPHIyMaTh Uil 3TOTO
O6XOI[HI)Ie nyTH. ((CKprTbIe KaHaJIbl»» MOTYT OBITh peain30BaHbl PA3IMYHBIMU MYTAMHU, B YaCTHOCTU MPHU MOMOIIA
IIPOTPAMMHBIX 3aKJIAJIOK («TPOSHCKUX KOHE).

«Mackapan». [Tox «MackapagoM» MOHUMAETCS BHITIOJHEHHE KAaKUX-TU0O0 NEHCTBUN OJHUM TOJIH30BATEIEM OT HIMEHH
Jpyroro moisis3oBatens. Takue IEHCTBHS pyroMy II0OJIb30BATEN0 MOTYT OBITH pasperieHsl. Hapymenune 3akmodaercs B
TIPUCBOCHMY NTPaB ¥ MPUBUIICTHH.

«Cbopka mycopa». [locie okoHuaHuss paboThl 0OpabaTbiBaeMas WH(pOpMaNUs HE BCEra MOJHOCTHIO yalsieTCs U3
namati [1K. JlaHHbIe XpaHSATCS Ha HOCHTENE JO IEepe3alyCH WIM YHWYTOXXCHUS; IPU BBIOJHEHUHN 3THUX JEHCTBUH Ha
0cBOOOMBIIEMCS] IPOCTPAHCTBE AMCKa HAXOAATCS MX OCTATKH. [Ipy MckakeHWH 3arojoBKa (aiiina uX IpOUYHTaTh TPYIHO,
HO BCE€ K€ BO3MOXKHO C TIOMOINBIO CIICHHMAIBHBIX INPOTpaMM M 00opynoBaHus. Takol mpolecc MPUHITO HA3bIBATH
«cbopkoii Mycopa». OH MOXET NPUBECTH K yTeuKe BaXHOM nH(opManum.

«JIroxm». IIpencTaBisior cob60i CKpPBITYI0, HEJOKYMEHTHPOBAHHYIO TOYKY BXOJAa B TPOTPAMMHBIN MOAYIb. «JIIOKM»
OTHOCSTCSI K KATETOPHH YTPO3, BOHUKAIOIINX BCIEACTBUE OIIMOOK peann3alui Kakoro-amudo mpoexTa (CHCTEMBI B LIEIOM,
KOMIUIEKCa MmporpaMMm u T. A.). IloaTomy B GOJBIIMHCTBE ClydaeB OOHAPYKEHHE «IIOKOB» — pE3yNbTaT CIy4alHOTO
MIONCKA.

4. Knaccupukanust yrpos mH(GOPMAIMOHHBIM CHCTeMaM (BPeJIOHOCHBbIC NPOrpaMMbl: BHPYC, TPOSIHCKHI KOHb,
4epBsK, ’KaJHas NporpaMmma, 6aKkrepus, Jorudeckas 60oM0a, Jaseiikn)

BpenonocHsle nporpammsl. B mocneanee BpeMsi yyacTUIIMCh Cllydyad BO3JEHCTBUS HAa BBIYUCIHUTENIBHYIO CUCTEMY
CHeLuaJbHO CO3JaHHBIMU HporpamMmamu. JIimst 0003HAa4YeHHsl BCEX MPOTrpaMM TaKOro poaa ObUI NPEUIoKeH TEPMHUH
«BPEJOHOCHBIE MPOTrPaMMbI». ITH MPOTPaMMBI MPSIMO MJIM KOCBEHHO JE30pTaHHU3YIOT Ipolecc o0paboTkn MHGOpMALUH
WINA CIIOCOOCTBYIOT yTEUKE WM HCKaXeHHI0 MHpopMmanuu. K caMpIM pacrpoCTpaHEHHBIM BHIAM ITOJIOOHBIX HPOTpaMM
OTHOCATCSI:

«Bupyc»— 310 mporpamma, KoTopas CHOCOOHa 3apakaTh APYTHe MPOTrpPaMMBI, MOTU(PHIMPYS HX TaK, YTOOBI OHH
BKJTFOYAJIH B ce0s1 KOTIHIO BUpYCa.

«TpOSIHCKMI KOHB» — IIPOIpaMMa, KOTOpasl COAEP>KUT CKPBITHIA WM SIBHBIM NMPOTPAMMHBIM KOJA, IIPU MCIIOJIHEHUU
KOTOPOTO HapymaeTcs (pyHKIIMOHMPOBAHNE CHCTEMBI 0€30macHOCTH. « TpOSHCKHE KOHM» CIIOCOOHBI PacKphITh, H3MEHUTH
WIN YHAYTOXHTH NaHHble Win (aitnsl. X BcTpauBaroT B IpOrpaMMBbl IIUPOKOTO TOJIB30BaHUS, HAPUMED, B MPOTPaMMEI
00CITy)KMBaHHS CETH, DJICKTPOHHOM MOYTHI.

«UepBsik» — mporpaMma, pacrpocTpaHseMas B CHCTEMax M CETSAX I10 JIMHHUAM CBsi3U. Takue IporpaMMsbl 10JI0O0HEI
BUpYyCaM: 3apa)kaloT JIpyrue NporpamMmebl, a OTINYAIOTCS OT BUPYCOB TE€M, YTO HE CIIOCOOHBI CAMOBOCIIPOM3BOANTHCS.



«Kanmnasg» mnporpamma — TIporpaMma, KOTOpas 3aXBaTbIBaeT (MOHOMNONM3UPYET) OTACIbHBIE PECYpPCHI
BBIYHCIIUTEILHON CHCTEMBI, HE 1aBast APYTUM IIPOTPaMMaM BO3MOKHOCTH MX HCIIOJIb30BATh.

«bakrepus» — mporpamMma, KOTopast IeiaeT KOIMH caMoil ceOs M CTAaHOBHUTCS Mapa3uToOM, meperpysxas mamsats [1K u
IIpoIIeccop.

«Jlormueckast 6ombOa»— TporpamMma, TMPHBOISAMAS K IOBPEKACHUIO (DAHIOB WIM KOMITBIOTEPOB (OT HCKa)KEHHS
JAHHBIX — JI0 TOJHOTO YHHYTOXKCHUS AaHHBIX). «Jlormdaeckyro 60MOy» BCTaBIAIOT, KaK IPaBHIIO, BO BPEMs pa3pabOTKH
IIPOrpaMMBl, a cpabaThIBaeT OHA IPH BHITOJIHEHHH HEKOTOPOTO YCJIOBHS (BpeMs, 1aTa, BBOJIa KOJIOBOTO CIIOBA).

«Jlazeiiku» — TOuka BXOAa B INpOTpaMMy, Oylarofgapsi KOTOPOH OTKpPBIBAETCS OCTYH K HEKOTOPBIM CHCTEMHBIM
¢bynkimsaM. OOHapyKUBaeTCs IIyTEM aHallu3a padoTHI TPOTPaMMBI.

5. OcHoBHBIe MeTOABI ofOecnevyeHus Oe3omacHocTH HHpopManuoHHBIX cucTeM. IIpaBoBoe odecneueHue
0e30I1aCHOCTH

Jst Toro, 9T0OBI IPOTHUBOCTOSITH NEPEUUCICHHBIM B MPEABIAYIIEH IJIaBe yrpo3aM, COBPEMEHHBIE HH(POPMAINOHHBIE
CHCTEMBI BKIIIOUAIOT B ce0sl MOACHCTEMBI OE30IIACHOCTH, KOTOPBIE PEANM3YIOT NPHHATYIO IMOJUTHKY OE30IIacHOCTH.
[NonuTHka 6€30IacCHOCTH B 3aBHCHUMOCTH OT LeNei M yCIOBHH (YHKIIMOHMPOBAHUS CHCTEMBI MOXKET ONPEIEIATh MpaBa
JOCTyna CyOBEKTOB K pecypcaM, periIaMeHTHpPOBATh MOPSIOK ayAnTa NEHCTBHH MONb30BaTeNell B CHCTEME, 3allUThI
CETEeBBIX KOMMYHHUKAaIMH, (hOPMyJIHUpPOBAaTH CHOCOOBI BOCCTAHOBICHMS CHCTEMBI IOCIE CIydailHbIX cOoeB u T.n. s
peanu3anyy TNPHHATOM MONWUTHKM OE30MacHOCTH CYIIECTBYIOT IIPAaBOBBIC, OPraHM3aLMOHHO-aIMHHUCTPATHBHBIE |
WH)KEHEPHO-TEXHUYECKHE MEPBHI 3alUThl HH)OPMALIH.

[IpaBoBoe obecmeycHue 0e30MacHOCTH MHGOPMAIIMM — 3TO COBOKYIMHOCTh 3aKOHOMATEIBHBIX aKTOB, HOPMATHBHO-
IIPABOBBIX JOKYMEHTOB, IOJIOKEHHUH, MHCTPYKIMHA, PYKOBOJCTB, TPeOOBaHUSA KOTOPBIX OOS3aTENbHBI B CHUCTEME 3aIlUTHI
nHdopmannu. B Hamrell cTpaHe NpaBOBBIE OCHOBBI OOECIieUeHHMs] OE30IACHOCTH KOMIIBIOTEPHBIX CHCTEM COCTaBIISIOT:
Konctutynus P®, 3axonst PO, Kogexcsl (B ToMm uncie Yronosuslil Kogexc), ykassl U Ipyrue HOpMaTHBHbIE akThl. Tak,
HampuMmep, YronoBHBIN Komekc comepxut rmaBy 28, xotopas HaspBaercs «[IpecTymieHns B cdepe KOMIBIOTEPHOU
0€301acHOCTH» M COJCP)KUT OIHMCAHHE COCTaBa KOMIIBIOTEPHBIX TPECTYIUICHHH, MOAJEKALIIUX YTOJIOBHOMY
TIPECIIeIOBAHHIO U MTOJIAralOLINeCs HaKa3aHus.

6. OcHoBHble MeToAbl oOecnmedyeHusi Oe3omacHocTH HHGOPMALMOHHBIX  cucTeM. OpraHu3alUOHHO-
aJIMHUHHCTPATHBHOe o0ecneyeHue

OpraHu3alMoHHO-aIMUHUCTPATUBHOES  o0OecrieueHUe  Oe30macHOCTH  WHGOpPMAIMU  MPEACTAaBIsICT  coOoi
perinaMeHTaluul0 MPOU3BOJICTBEHHON [EATEIbHOCTH W B3aMMOOTHOILUEHUW HCIIOIHUTENE Ha HOPMAaTHBHO-IPAaBOBOM
OCHOBE TakuM 0Opa3oM, YTOOBI pasralieHHE, yTeuka M HECAHKIIMOHMPOBAHHBIN JOCTYN K HMH(POPMAIUU CTAHOBUIICS
HEBO3MOXXHBIM HJIM CYIIECTBEHHO 3aTPYJHSIICA 3a CYET MPOBEACHUS OPraHW3aI[MOHHBIX Meponpuatuil. K mepam 3Toro
KJlacca MOXHO OTHECTH: moAOOp W oO0y4YeHHe NepcoHala, OMpeleleHue JODKHOCTHBIX WHCTPYKIUMKA pabOTHUKOB,
OpraHU3aIUIo MPOIMYCKHOTO PEXUMa, OXPaHy TIOMEIIEHHUH, OpraHU3aIUI0 3alIUTHl THPOPMAITUU C TTPOBEIECHUEM KOHTPOJIS
paboTel mepcoHama ¢ wuHpOpMAIMEH, ONpeIeleHHEe TMOpsSAKa XpPaHEHWs, pPE3CPBHUPOBAHHSA, YHHUUTOKCHHS
KOH(UICHIINATHHON HHPOPMAIINH H T.II.

7. OcHOBHBbIe MeTO/bI oOlecnievyeHUsi 0e30MaCHOCTH HMHPOPMALMOHHBIX cucTeM. MHikeHepHO-TeXHHYeCKHe Mepbl
obecrneyeHns 0e30NMACHOCTH

VHxeHepHO-TEXHNYECKHE MEpPHI MPEACTAaBISIIOT COO0H COBOKYITHOCTD CIIEIMAIBHBIX OPTraHOB, TEXHUUECKUX CPEICTB
U MEPOIPUATHH, HYHKIHOHUPYIOIIMX COBMECTHO JIJIsl BBIMOJIHCHHsI OMpPEIeICHHON 3amaun 1o 3amure uHdopmaimn. K
HMH)XEHEPHBIM CPEICTBaM OTHOCST SKPaHHPOBAHHE MTOMEIICHU, OpraHu3alIisl CUTHaJIN3aluy, oxpaHa noMernenuii ¢ I1K.

8. OcHoBHbBIe MeTObI 00ecneyeHHs1 0e30MacHOCTH MH(OPMALMOHHBIX cucTeM. OCHOBHbIe GYHKIMM TeXHHYECKUX
CpeACTB nojcucTeM 6€30MacHOCTH
TexHn4eckue cpeacTBa 3alIUTHl BKIIOYAIOT B ce0sl ammaparHble, NpOrpaMMHBIC, KpHUNTOrpaduiecKkue CpeacTBa
3aIIUTHI, KOTOPBIE 3aTPYAHSIOT BO3MOXKHOCTH aTaKH, ITOMOTAl0T OOHAPYKUTH (hakT ee BO3HHKHOBEHHs, M30aBHTHCS OT
MOCIECTBUH aTaKH.
TexHu4eckue cpencTBa IOJCHCTEM OE30MaCHOCTH COBPEMEHHBIX paclpeAeiIeHHbIX HWH()OPMAIMOHHBIX CHCTEM
BBINOJTHSIOT CIIEYIOIINE OCHOBHBIE (DYHKIIMH:
— ayTeHTHU(]UKaAIMI IapTHEPOB MO B3aMMOJICHCTBHIO, TO3BOJIAIONIAs YOEIWThCS B IOJJIMHHOCTH TapTHEpa NpU
YCTaHOBJICHUH COSAMHECHHS,
— ayTeHTU(HKANHI UCTOYHUKA HH(OOPMAIINH, TI03BOJIIONIAs yOAUTHCS B ITOITMHHOCTH HCTOYHHUKA COOOIICHHUS;
— yIpaBJEHHUE AOCTYIIOM, 0OECIIEUHBAIONIEE 3aIUTY OT HECAHKIIMOHNPOBAHHOTO UCIIOJIb30BAHUSI PECYPCOB;
— KOHOQHUACHIMATHHOCTh JAHHBIX, KOTOpas O0ECHeunBaeT 3alluTy OT HECAHKIMOHHPOBAHHOTO IIOJTYYEHHUS
nHpOpPMALNY;
— UEJOCTHOCTh JaHHBIX, IO3BOJISIONIAS OOHApPYXHTh, @ B HEKOTOPBIX CIy4asX W IPEIOTBPaTUTh H3MEHEHHE
nH(OpMaLuK IIPU ee XpaHEHUH U Iepeaade;
— NPUHAJIKHOCTb, KOTOPasi 00eCIeYNBaET J0Ka3aTeIbCTBO MTPUHAISKHOCTH HH)OPMALIUH OTIPEeIeHHOMY JIHILY.



9. OcHOBHBIE MeTOABI 00ecneyeHus1 6e30MacHOCTH MHPOPMALMOHHBIX cucTeM. MeXaHU3MbI peaqm3auun pyHKumii
TEXHHYECKHX CPEICTB MOJCHCTEM 0e30IacHOCTH

J1s peann3anuy yKazaHHBIX (QYHKIMHA HCIIOIB3YIOTCS CIIEIYIOIIIE MEXaHU3MBbIL:

— mmdpoBanue, mpeodpasyromiee HHGOpMaIio B (HopMy, HEIOCTYIHYIO IS IMOHHNMAaHUS HEABTOPH30BAHHBIMHU
TIOJIB30BATEISAIMH (TTOIpOOHEee MU(pPOBAHUE PACCMATPHBACTCS B TIaBeE 2);

— DJeKTpoHHAs LU(poBas IONIHCH, IEPEeHOCAIas CBOMCTBA peaJbHON INOINUCH HA SJIEKTPOHHBIE NOKYMEHTHI
(moxpobHee cM. 111.4);

— MEXaHM3MBl YIPaBICHHS JOCTYIIOM, KOTOpPBIE YNPABJISIOT MPOIECCOM JOCTYNa K pecypcaM Mojb3oBaresieil Ha
OCHOBE TaKOi MH(pOpMAIMK Kak 0a3bl JAHHBIX YIPaBICHUS JOCTYIIOM, IapoJid, METKH Oe30MacHOCTH, BpeMs
JIOCTYyIa, MapUIpyT JOCTYIIa, JUIUTEIBHOCTD AOCTYTIA;

— MEXaHMU3MBI KOHTPOJIS LEJIOCTHOCTH, KOHTPOJIMPYIOIHUE 1IEJIOCTHOCTh KaK OTAEIBHOIO COOOIIEHHs, TaK U TOTOKa
COOOIIEHNH M HCIOJB3YIOMIME JUIi 3TOTO KOHTPOJIbHBIE CYMMBI, CIELHaJbHBIE METKH, MOpPSIKOBbIE HOMepa
co00MIeHnH, KpUNTOTpaPUIECKIEe METOMHI;

— MEXaHM3Mbl ayTCHTU(HKAIWHM, KOTOpPbIE HA OCHOBAaHWUHM IPEABSBIIEMBIX IOJNB30BATENEM IapoJei,
AyTEHTU(DUIHUPYIOIINX YCTPOUCTB WM ero GHOMETPUYECKHUX IapaMeTPOB NPUHUMAIOT PELICHHE O TOM, SBJICTCS
JIM TIOJIB30BATENb TEM, 32 KOTO ce0s BBIIAeT;

— MEXaHHM3Mbl JIONOJHCHMS Tpaduka, J00aBIAIOIINE B MOTOK COOOIICHHH IOIOJHHTEIBbHYI HH(opMaImio,
«MaCKHPYIOILYIO» OT 3J0yMBIIIJICHHHUKA TI0JIE3HYI0 HH(POPMAIHIO;

— MCXaHU3Mbl HOTapu3alUun, KOTOPLIC CIIYXKAT AJIA 3aBCPCHUA NOJJIUHHOCTH UCTOYHUKA I/IH(l)OpMaI_[I/II/I.

10. Mopesu nosiutTuk 6e3onacHocTi. CBOGOIHBIH U MaHIATHBIH KOHTPOJIHU 32 I0CTYNOM

C camoro Hauaia KOMIBIOTEPHOH Opbl OJHOW M3 OCHOBHBIX 3a/4ad JUId DPa3padOTYMKOB HH(MOPMAIIMOHHBIX
TEXHOJIOTH cTana 3ajada odecriedeHust OezomacHOcTH. Hu ozHa cyluecTByollas KOMMepUecKas WIH IoCyIapCTBEHHAs
JJIEKTPOHHAS CHCTEMa HE MOKET 00XOIUTCs 0€3 3aIuThl COOCTBEHHOH MH(OPMAINK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
Haumnas ¢ 70-X romoB mpouuioro Beka B MHpPE CTalM Pa3padaThIBAThCS PA3IMYHBIC KOHIENIMM W METOABI 3alUTHI
nH(popManuy, YTO BCKOPE NMPUBEIIO K CO3IAHUIO €IMHOOOPAa3HOro MoaXoaa K 3TOH npobdiaeme: Obly pa3paboTaHbl IEpBbHIC
TIOJIMUTHKH 0€30T1acHOCTH.

[Nonutnka Ge30macHOCTH — CBOJ (POPMANBHBIX HPaBHI, ONPEACIAIONINX 0OpabOTKY, paclpOoCTpaHEHHE W 3aIIUTY
nHpopmanum.

Mopenb MONUTUKU Oe30macHOCTH — (opMalibHOE MPENCTABICHHE MOJMTHKH O€30MacHOCTH Ul ONpEesICHHON
CUCTEMBI WJIM KJIacCa CUCTEM, OTIpEeesIsIIoIee METO b 00padOTKH, paCIPOCTPAHEHHUS U 3aIUTHI HHPOpMAaLIUH.

OO111¥e PUHITHIIBL:

dopmanbHbIe TpaBuia B 0OJIBIIMHCTBE MOJIEIIEH ONPEEISIIOT Clieyolre TpeOOBaHUs B MOPSIIKE BaXKHOCTH:

1) HoctynHOCTH

2)I1enoCcTHOCTh

3)KouduneHnuabHOCTH

4)IToa0TYETHOCTH

Kaxxnoe n3 TpeboBaHmii OTBEUaeT 3a CBOIO 00JIaCTh B MOJIEIIH OJIMTHKH 0€30MacCHOCTH:

JoctymHOCTh — TpeOoBaHMe, OTBEYAOLIee 3a JOCTYII K MH(OPMAaIUH, 3 IMEHHO:

* [IpenocraBieHne 10cTyNa JIEraIbHBIM IT0JIb30BATEISIM B pa3peIICHHBIX MaclITadax.

* [IpenoTBpalilieHue OTCYTCTBUS TAKOBOTO.

* [IpenoTBpaiieHre OT HEJIEraJbHOTO JOCTYIIA.

LlenocTHOCTB OTBEUAET 32 JIBE O0JIACTHU:

* [{eslocTHOCTH MH(pOPMAIMK — 0OECIIeYeHUE 3aIUThl HHPOPMAIIMHU OT HeJIeTallbHbIX JISHCTBUI B ITPOIIECCEe XPAHEHNS,
00paboTKK 1 epesayu.

* [1e710CTHOCTD CHCTEMBI — OTCYTCTBHE JIBOMCTBEHHOCTH B PaOOTE CHCTEMBI.

KonpuaeHunansHOCTh — TpeOOBaHNE K 3alIMIIEHHOCTH JIMYHON M CEKpeTHON MH(OpManuy, IPUMEHSETCS K JaHHBIM
B IpoLiecce XpaHEeHHUs, 00pabOTKH M nepenadu. SBisieTcst Hanboee BayKHBIM TPeOOBaHNEM JUISI HEKOTOPBIX THITOB JIAHHBIX
WJIN CUCTEM, TaKHX, KaK CEKPETHBIH KIIFOU MJIM CEPBEP ayTeHTU(PHUKALIIH.

[MonoTueTHOCTH — TpeOOBaHKE, IO KOTOPOMY JIFO00€ JIEHCTBHE MOKHO OBUIO OBI IPOCIENNTH OT Ha4Yaja M 10 KOHIIA.
[To3Bosisier OOHapYXWTH HeEJETabHOE WCIIOJIb30BAaHUE CHCTEMBI, OOECleuYnBaeT 3allUTy CHUCTEM OT OIIMOOK H
BOCCTAHOBJICHUE CHCTEMBI B CIIy4ae UX BO3HHUKHOBEHHSI.

Bce 3T1 TpeOoBaHMs, B KOHEUHOM cueTe, U (OpMHUPYIOT 3allMIIEHHOCTh, KOTOPYIO B KaXIOM OTACIBHOM Ciydae
clielyeT MOHUMATB JIMIIb KaK OTpe/ieIeHHbIIt Ha0op TPeOOBaHUIT K BBIICU3IIOKEHHBIM LIEJISIM.

[Tomumo HaGopa TpeOOBaHMII OTHMM M3 BaXKHEHIINX aTpHOYTOB MOIENH, HENOCPEACTBEHHO BIHUSIOMMX Ha €&
peanu3aiuio, SBISIOTCS IMPEAYCMOTPEHHBIE B MOJENH METOAbI KOHTPOJIS 32 JOCTYNOM K CHCTeMe. BOJbLIMHCTBO
3alIMIIEHHBIX METO/IOB KOHTPOJIS 32 JOCTYIIOM K CUCTEME JIeIISITCS Ha JiBa Kilacca:

* CBOOOJHBIN (CaMOCTOSATENBHBIN) KOHTpONb 3a mocTynoMm B cucrteMmy (Discretionary Access Control) siBisiercs
CBOOOZHBIM B TOM CMBICIE, YTO BIAJENEI] WIM PpaclopsaAnTeab HHGOPMAIMM MOXET CaMOCTOSATEILHO MEHSThH
BO3MOXKHOCTH JOCTyNa K CBOeH wHH(poOpManuu. XapakTepeH M MOJeNeH, INpeaHa3HaueHHBIX JUIS peaju3alud B
KOMMEpPYECKUX M HAYYHBIX LEIIX.



* MaHaTHBIH KOHTPOJTH 32 HocTynoM (Mandatory Access Control) B cucteMy 03HauaeT HE3aBUCUMOCTD JJOCTYITHOCTH
nadopmanun ot e€¢ Brmazenpia. Kak mpaBmio B HMOZOOHBIX CIIydasX KOHTPONb 3a JOCTYIIOM PEATM3YeTCs] UCXOAS W3
CBOMCTB caMoil WH(pOpPMAWK M CBOMCTB JKENAIOMIETO IONYYUTh K HEH TOCTYINl COTJIACHO HE3aBHCHMBIM OT HHX O00OMX
IpaBUJIaM. XapakTepeH AT MOAENeH, NMpeAHa3HaYeHHBIX Ul pealn3alid B BOCHHBIX M TOCYJAapCTBEHHBIX CHCTEMAax
3aIIUTHI.

Ctporo roBopsi KpUTEpHH OMNPEAEICHHUS TOTO, K KaKOMYy KJIacCy OTHOCHTCS TOT HJIM WHOM METOJ KOHTpPOJS 3a
JOCTYIIOM, JIaJISKO HE BCErAa JAlOT OIpEACICHHBIH pe3yjibTaT, HO SBISIOTCS BeChbMa TOYHBIMH JIsl OOJIBIIMHCTBA
KJIaCCHYECKHUX MOJIeJIel TIOJIMTUKU O€30acHOCTH.

B 80-x romax mox pykoBonctBoM MunuctepctBo ob6oponsl CIHIA (Department of Defense) paspaborano mnepsblii
JOKYMEHT, OIpPEACIAIONINN CHCTEMY CTaHIapTOB B 00JIaCTM KOMIbIOTEpHOW Oe3zomacHoctn — “Kpurepuu oueHkn
0€301acHOCTH KOMITBIOTEPHBIX cUCTeM”

(The Trusted Computer System Evaluation Criteria), kotopsiii Jamie Ha3piBatoT “OparkeBoil KHUTOH”. B yacTHOCTH
9TOT JOKYMEHT COJIEPXKUT KIACCH(PUKAIMIO CHCTEM OE30MacHOCTH COTIACHO CTPOTOCTH TpeOoBaHWA K Oe30MacHOCTH,
3aJ0’)KCHHBIX B WX MOJICIHU MOJWTHKH O€30MacHOCTH. B HACTOSIIMI MOMEHT CTaHAAPTHI KOMIBIOTEPHON OE€30IIaCHOCTH
OTIPENEISIIOTCS O0JIee YeM AECSITKOM JOKYMEHTOB.

11. MopeJu nosiMTHK 6e3onacHocTH. MaHIaTHbIE OTUTHKH 0€301aCHOCTH

MaHzaaTHble MOJENM YIPABJICHHS J[AOCTYNOM OBUTM CO3JaHBI 110 pe3yiabTaTaM aHaIW3a MpPaBHI CEKPETHOTO
JOKyMEHTO000pOTa, IPUHSATHIX B TOCYJAPCTBEHHBIX U IIPABUTEILCTBEHHBIX YUPEXKICHUSIX MHOTHX CTPaH.

Hcxonnass MaHIaTHas TIIOJUTHKA O€30MAacHOCTH CTPOUTCS Ha 0asze CleAymoled COBOKYMHOCTH —aKCHOM,
OTIPEICISIONIUX MPABUIIO pa3rpaHUUYCHHUS JOCTyIa CyOBEKTOB K 00padaTsiBacMoi HH(POpMAITUH:

1. BBoaurcst MHOXKECTBO aTpuOYyTOB (YpOBHEiH) 0€30HaCHOCTH A, 3JEMEHTHI KOTOPOro YHOPSJOYEHBI C MOMOIIBIO
YCTaHOBJICHHOT'O OTHOILIEHUS JOMUHMpOBaHus. Hampumep, s Poccum xapakTepHO WCIOJIB30BaHME CIEAYIOIIETO
MHOXecTBa ypoBHel 6e3onmacHocTr A={oTkpsiTo (O), koHpuaeHHanbHO (K), cexperno (C), coBepruenHo cexperHo (CC),
ocobas BaxkHocTh (OB)}.

2. Kaxxpomy 0OBEKTy KOMIIBIOTEPHOH CHCTEMBI CTaBHTCSA B COOTBETCTBHE aTPHOYT OE30MACHOCTH, KOTOPBIH
COOTBETCTBYET LICHHOCTH 00BEKTa M Ha3BIBACTCS €ro ypoBHEM (Tpr(oM) KOH(PUAESHINAIEHOCTH.

3. Kaxagomy cyOBEKTY KOMIIBIOTEPHOM CHCTEMBI CTAaBHUICS B COOTBETCTBHE aTpHUOYT OE30MACHOCTH, KOTOPBII
Ha3bIBACTCSl YPOBHEM JOINYCKa CYOBEKTa M PAaBEH MAaKCHUMalbHOMY M3 YPOBHEH KOH(HUACHIHMAILHOCTH OOBEKTOB, K
KOTOPOMY CYOBEKT OyJeT UMETh JOMYCK.

4. Ecnu cyOBeKT HMEET YPOBCHB JIOMYCKa, a OOBEKT HMEET YPOBEHb KOH(PHICHIMAIBHOCTH , TO OYIET MMETh
JIOIIYCK K TOTJa ¥ TOJBKO TOT/a, KOT/a .

OCHOBHBIM HEJJOCTaTKOM HCXOJHOW MaHJAaTHOH IOJUTHKN OE30MacHOCTH SIBIISIETCS TO, YTO B HEH HE pasziIM4aroTcs
THUIIBI JTOCTYIA BUJA «YTEHHE» M «3alUCh». JTO CO3[aeT MOTEHIUAIbHYI0 BO3MOXHOCTh YTEUKH HWH(OpMALUU CBEPXY
BHU3, HAIIPUMEP, MYTEM 3alyCcKa B KOMIBIOTEPHOM CHCTEME MPOrPaMMHON 3aKJIaJKK ¢ MAaKCUMaJIbHBIM YPOBHEM JIOITyCKa,
CHOCOOHOH 3amuchiBaTh MH(GOPMALMIO W3 OOBEKTOB C BEPXHUX YPOBHEH KOH(PHICHIMAILHOCTH B OOBEKTH ¢ Ooiee
HU3KUMH YPOBHSMH, OTKYy/]a OHA MOKET OBITh IPOYNTAaHA CyObEKTaMH C HU3KHM YPOBHEM JIOITyCKa.

12. Moaeau noautuk 6esonacHoctu. Moaeas besna-Jla-Ilagyst

[epBoit Mogenpi0 cHCTEeMBI Oe30macHOCTH ctana Moaenb bemna - Jla-Ilagyner (Bell-LaPadula model), coznannas B
1973-74 ronax B MITRE B ropone bendopae B mrate Maccaaycerc mo 3aka3zy Boenno-Bozaymaerx cun CIIA. B 76 roxy
OblIa JIOMOJIHEHA 10 McHob3oBaHus B npenenax koHuenund MULTICS (uHdopmannoHHO-BBIYHUCIUTEIbHAS CHCTEMA C
MYJIBTHIICKCUPOBAHUEM KaHAJIOB MepeJadl JaHHBIX), B 86 rojly aganTHpoBaHa JJIs UCIIOJIB30BaHHSA B CETEBBIX CHCTEMaXx.
Ha nporskeHnu 70-X TOZ0B ocTaBajach INIABHOW MOJIENBIO TOJIUTUKK 0€30IaCTHOCTH M OKa3aja 3HAYUTEIbHOE BIUSHHE
Ha ¢opmupoanre TCSEC. B u3nauansHOM Bapuante monens bemna — Jla-Ilagynsl npenycMaTpuBaia BO3MOXKHOCTh
TOJIBKO MaHAATHBIN KOHTPOJIb 33 OCTYIIOM.

13. Moaeau nonuruk 6ezonacuoctu. Mogens buda

[Mocnenyronm pacmmpennem moaenu bemna - Jla-ITamyner crana monens buba (Biba Model), paspaborannas B 1977
roxy. Llenpro coznanus MoJienu cTajo fodasneHne B Mozenb bemna - Jla-ITamyast nenoctHocTy. 3agada Oblia peann3oBaHa
myTeM N00aBiIeHus K cyObeKTaM M 00BEKTaM ypPOBHS IIEIOCTHOCTH M 3ampeTa OOIIeHUsI CyOBEKTOB M 00BEKTOB Pa3HBIX
YpOBHEH.

21_]'[5[ JOMOJIHUTEJIBHOTO YIIPABJICHUA EJIOCTHOCThIO BBEACHBI ITOHMKAIOMINE BOAAHBIC 3HAKU (Hapyma}omne 3a1peT Ha
oOmeHue):

* Ecnu cyObekT uutaeT o0BEKT 0Oo0Jieeé HHM3KOIO YPOBHS, TO €ro YpOBEHb LEJIIOCTHOCTH CHHXKACTCS 10 YPOBHs
LIEJIOCTHOCTH 00BEKTA.

e Ecnmu cyOnekT momomnHseT oOBeKT Oojiee BBICOKOTO YPOBHS, TO YPOBEHBb IEIOCTHOCTH OOBEKTa CHUXKAETCS 0
YPOBHS LIETOCTHOCTH CyOBEKTA.

Mopenb He TOJBKO HeceT B cebe JAOCTOMHCTBA M HelxocTaTtku Monenu bemna — Jla-Tlamynsl, Ho m nmoOasisier
COOCTBEHHBIE: OCHOBHOH HEJIOCTaTOK MOJEIN COCTOUT B TOM, YTO BBEAECHHE YPOBHEH LIEIOCTHOCTH TOJIBKO OTPaHHYHBACT
BO3MOXKHOCTH JIOCTYIIa CyOBEKTOB K 00BhEKTaM, CO3/1aBasi JJMO0 3HAYUTENBHYIO N30JIIIUIO MEX/Ly YPOBHSAMH LIEJIOCTHOCTH,
00 TOCIIe ONpeIeNICHNs] YPOBHEH LIETTOCTHOCTH 3TOT YPOBEHb MOKET TOJIBKO IOHMKATHCS, YTO CaMo MO ce0e JIMIIAeT ero



YOPaBIIEMOCTH, W KaK CIEACTBHE (yHKIHOHAIbHOCTH. OONacTp mpUMEHeHHs Mojaenu bmba Tak ke He BBIXOOUT 3a
TIpeesTl BOCHHBIX OpPTraHU3aInii.

14. Moaeau nmoauTuk 6e3onacHoctu. Moaeab KOHTPOJIs nejoctHoctu Knapka-Buiicona

Hecars ner cmycta Obuia paspaborana moxens Kiapka-Buicona (Clark-Wilson model), obecneunBarommas
TpeOOBaHUE LIENIOCTHOCTH OoJiee MPakTHYHBIM MeTonoM. B 1993 romy monens Obuia paciiMpeHa M BKIIIOYMIA B ceOs
paznenenue oOs3aHHOCTEH. OCHOBHOW O00JACTHIO NPUMEHEHUs JIaHHOW MOJIENH SBJISICTCS KOMMEPIHs, B YacTHOCTH
0aHKOBCKOE JIeI0.

B ocHOBe KOHIENIIUY MOJEIH CTOAT 2 MPUHLIKNA:

* BHyTpeHHSS LEIOCTHOCTb — CBOWCTBA BHYTPEHHEI'O COCTOSIHUS CHCTEMBI, JOCTUTaeMble IIOCPEICTBOM
“IIpaBUNBHBIX COTJIAILICHUN .

* BHEmHsS [ENOCTHOCTh — B3aMMOJECHCTBHE BHYTPEHHETO COCTOSIHHSI CHCTEMBI C BHELIHEM MHPOM, pealau3yeMast
MIOCPEACTBOM pa3/ielIeHHe 00I3aHHOCTEH.

Mogens peann3oBaHa IOCPEIACTBOM HAaOOpa MpaBWi, W, B OTIAMYME OT TNPEIBIAYIINX MOAENEH, HE SBIACTCS
MaTeMaTHIecKH (OPMaIN30BAHHON MOAENbI0. TaKke CyOBEKThI TETeph HE UMEIOT MIPAMOTO JOCTYNa K OOBEKTaM, MEKAY
CyOBEKTOM U 00BEKTOM HaXOIUTCA “‘CJION” MpOrpaMM, KOTOpBIE o0NagaeT JOCTYIoOM K o0bekTaM. KOHTpob 3a JocTynmoM
K CHCTEME SIBIISIETCS] CBOOOIHBIM.

KoHTpoms 3a 10CTyNoM K JaHHBIM pa3JieNieH Ha 2 TPYTIIbL:

* OmnpenensroTcss ONEpaluy JOCTYyNa, KOTOPble MOXHO IPOU3BOIUTH HaX KaXIbIM THUIIOM JaHHBIX (TOJBKO
orpeJeNIeHHbII HabOop MPOTpaMM UMEET JOCTYII K ONpeeIeHHBIM 00bEKTaM).

* OnpenensoTes onepanny J0CTyNa, KOTOPbIe MOTYT OBITh IIPOU3BENICHBI ONPECICHHBIM CyObEeKTOM (CYOBEKT HMEeT
JOCTYII TOJILKO K OIIPEAEICHHOMY Habopy IporpamMm).

Bce nannble B Monenu Knapka-Buncona pasneneHs! Ha 2 Kiacca:

* HeoOxoaumerit anemMeHT nanubx (CDI)

» CrioHTaHHbIH 21eMeHT naHHbx (UDI)

Hanee ycraHaBnuBaeTcs HaOOp MpaBWII, PETyIHPYIOMNX B3auMoaeiicTie ¢ obonmu tunamu gaHHeIX (Certification
Rules):

* Bce HawanpHbIe nporenypsl npoBepku (IVP) momxubl yoenutses B ToM, uto Bce CDI HaxomsTcs B ZOCTOBEpHOM
COCTOSTHUM BO BpeMsi pabotsl [VP.

* Bce mnpouenypst usmenenus: (TP)nosmkHbl OBITH CepTUPUUMPOBAHBI, YTOOBI OBITH JOCTOBEPHBIMH, T.C. BCE
noctoBepHbie CDI momkHBI epexoauts B goctoBepHble CDI, mpuyeM kakmas mpoleaypa W3MEHEHHS MMEIOT IpaBoO Ha
JOCTYII TOJIBKO K ompeenieHHoMy Habopy CDI.

* [IpaBuia 1ocTymna JOKHBI YAOBIETBOPSATH BCeM TPeOOBAHUAM pazIesieHHs 0093aHHOCTE.

* Bce nponenyps! H3MEHEHUS TOJKHBI OBITh 3aIMCaHBI B IOCTYIHBIA TOIBKO-Ha-T00aBICHIE KypHAI.

* JIro6as mponenypa m3meHeHus, mony4yusmas Ha Bxoq UDI momxraa mu6o npeodpaszoBats ero B CDI, mibo oTMEHUTH
OTIEPALIHIO.

3T1OT HabOp IpaBHJI MO3BOJSET 00ECHEYUTh PadOTy C JAHHBIMH B TaKOM PEXHME, KOTJa MOJHOCThIO oOecrieueHa
0€3011acCHOCTh U IMOJOTYETHOCTh MEPEXOJ0B B cUCTEME. [JIaBHOE JOCTIDKEHHE 3THUX MPaBHII 110 CPABHEHHIO C MOJEIBIO
bnuba — pasnenenue mpoueayp IO NpOBEpKE LEJIOCTHOCTH M Mpoueayp u3MeHeHus. [1o3BonsieT mpenoTBpaTHTh WIIH
UCTIPaBUTH OOJIBIIMHCTBO HEJIETAIBHBIX JICHCTBHUH, COBEPIIAEMBIX U3HYTPH KOMMEPUYECKONH OpraHU3alny.

15. Moaenu noiuTuk 0ezonacHoctu. IlouTHKH N30MpaTeIbHOI0 pa3rpaHuYeHHus 10CTyNa

HcxonHas monuTHKa W30MPATENbHOTO pasTpaHUYeHHs JA0CTynma K HHGoOpManuu (JIUCKPELHOHHAs MOJIENb)
(dbopMupyeTcs myTeM 3aJaHus aAMUHUCTPATOPOM Habopa TPOEK CICHYIONIEro BUAA , € - CYOBEKT M0CTyma, - 00BEKT
JIOCTyTa, - MHOXKECTBO IIPaB JI0CTYIa, KOTOPBIMH HaJelleH CyObeKT K OOBEKTy (HampuMmep, YTeHHUE, 3alHCh, UCTIOIHEHHE
HT.J.).

IMpn ¢GopMupoBaHNM ANUCKPELMOHHOW MOJNTHKHA 0€30IacHOCTH OOBIYHO (OPMHUPYIOT AUCKPEIMOHHYIO MAaTpHILy
JIOCTYIIOB , CTPOKH KOTOPOW COOTBETCTBYIOT CYOBEKTaM CHCTEMBI, CTOJIOIBI — OOBEKTaM, a B siYEHKaX MaTPHIBI XpaHAT
MHOXKECTBO THIIOB JOCTYNOB. [Ipumep JaHHOH MaTpHIBI IPEICTABIEH B TabiunIe

JuckperonHasl MaTpHIa JIOCTYIOB.

O6next / Cybnext ®aiia_1 ®aiia_2 CD-RW Paommnu-
TN CKOBOJ
AJMHHHCTPATOP ITonxsle mpaBa [Tonxsle mpaBa TonHble npaBa TlonHele npasa
Tocth 3anper Urenune Urenue 3amper
Hoas3oBaTens_1 Urenue, nepenaya npas  YrteHue, 3amuch IonHble npaBa TonHelit 3amper

Jlis MaTpuIbl T0CTyMa, MpeacTaBIeHHoN B Tabnuie, [lomp30BaTens | nMeeT mpaBa Ha yTeHHWE W 3anmuch B Daiin 2.
[lepenaBate 3TH IpaBa IpyroMy IMOJIB30BATENI0 OH HE MOXKET.

Mooenv 6ezonacnocmu Xappucoua-Py3z3o-Yavmana (HRU) sBASETCS KIACCHMUECKOW IUCKPEIIMOHHOW MOJIEIBIO
peanu3yonel MPOU3BOIBHOE YIPABICHHE JOCTYIIOM CYOBEKTOB K OOBEKTaM M KOHTPOJb 32 PACIpOCTpPaHCHHEM IIPaB
JlocTyma.

16. UnenTndukanus u ayreHTU(PUKANNSA CyObEKTOB



Peanu3zanusi HUKaKoil U3 MOJMTHK 0E30MacHOCTH He OyAeT BO3MOXKHA B Cilydyae, €CJIM KOMIIBIOTepPHAsi CUCTEMa He
CMOXET pacro3HaTh (WACHTHU(OUINPOBATH) CYOBEKTa, MBITAIONIETOCS TIOJYYHTh JOCTYNl K OOBEKTY KOMIIBIOTEPHON
cucrembl. [losTomy wmuHMManbHO 3amuineHHas KC fpomkHa BKIIOYaTh B ce0sl MOJACHCTEMY HICHTH(HKAIMH,
MO3BOJISIOIIYIO UICHTU(DUIIUPOBATH MHUIUUPYIOIIETO AOCTYI CYyOBEKTA.

IMoa unenTHdUKAIMEH TOHUMAIOT IPUCBOCHHUE TTOJIB30BATEII0 HEKOTOPOT'O YHHKAIBHOTO HACHTU(HHUKATOPA, KOTOPBIH
oH fommkeH npeabsisuTb C3U mpu oCylIeCTBICHUH TOCTYHA K 00BEKTY, TO €CTh Ha3BaTh ceds1. Mcnomnb3yst npebsBiIeHHbIH
nojp3oBareneM uaeHtudukarop, C31 MoxeT NpoBepUTh HAINYUE JTAHHOTO MOJIb30BATEINs B CIIMCKE 3aPErUCTPUPOBAHHBIX
W aBTOPHU30BATh €0 (TO €CTh HA/ICIUTh MOJHOMOYMSIMH) JJIsl BBITOJIHEHHS OTIpeIeIeHHbBIX 3a/1a4.

B KauecTBe uAEHTH(HUKATOPOB MOTYT HCIIOJIB30BAThCS, HANpPHUMEpP, WUMs TOJb30BaTens (JOTWH), amlapaTHbIe
ycrpoiicTa Tuma iButton (Touch Memory), GecKOHTaKTHBIE PaJJOYaCcTOTHBIE KapThl ProxXimity, IIACTUKOBBIC KapThl U T.1.

Wnentndukaropsl cyObEKTOB HeE SIBISIIOTCS CEKpETHOW MH(pOpMaIiel 1 MoryT XpaHutscsi B KC B OTKpBITOM BHIIE.

Jnst HeHTpanM3aluy yrpo3, CBSI3aHHBIX C XUIIEHHEM HJICHTU(QHUKATOPOB M ITOJMEHBI 3JI0YMBIIUICHHUKOM JIETaIbHOTO
MOJIb30BATENs HEOOXOAMMBI JIOMOIHUTENbHBIE MPOBEPKH CYOBEKTa, 3aKIIOYAIOIIUECs B MOATBEPIKACHHM UM BIAICHUS
MpeABSIBICHHBIM HACHTH(GUKATOPOM. J[aHHBIE TPOBEPKH MPOBOASATCS HA ATAMNE Ay TCHTU(PHUKAI[UH MOJIb30BATEIS.

IMoa ayreHTU(UKAIEl MOHUMAIOT MOATBEPIKICHUE MOJIb30BATENEM IMPEABSIBICHHOTO WACHTU(HUKATOPA, MPOBEPKa
€ro MOUIMHHOCTH M MPHHAIJICKHOCTH UMEHHO JJAHHOMY TI0JIb30BaTel0. AyTeHTU(UKALNS BBIOIHACTCS ISl YCTPAHEHHSI
(anpcupuKamMy Ha dTare UAeHTH(PUKAINH.

B kauectBe ayreHTUGHIUPYIOMEH HHOPMAIIMKA MOXET HUCIOIb30BAThCS, HATIPUMED, MAPOJIb, CEKPETHBIN KOJI, MUH-
Kox U T.1. MHpopManus, ucronb3yemasi CyObeKTOM ISl ayTEHTU(UKALNK, JOIDKHA COXPAHATHCS UM B CEKpeTe. XHIIeHUe
Z[aHHOﬁ I/IH(I)OpMaI_II/II/I 3JIOYMBINIJICHHUKOM BEACT K TOMY, UTO 3JIOYMBIIIJICHHUK CMOXKET HpOﬁTH JTal I/I,HCHTI/I(I)I/IKaI_II/II/I u
ayreHTH(uKanmu 6e3 oOHapyxkeHus danbcudukanmu.

Otanbl UASHTUQHUKALMH W ayTeHTU(UKALWU I0Jb30BaTENsl OOBEAMHIIOTCS B €IMHOW IOJACUCTEME, Ha3bIBaeMOi
mojicucTeMoit uaeHTudukanuu u ayrenrudukanun (M/AY).

17. llapoJbHble cucTeMbl UAeHTU(GUKALIMU U ayTeHTHQUKALUM N0Jb30BaTeseil. OCHOBHbIe TPe0OBaHMA K BbIOOPY
U MCIO0JIb30BAHHUIO MAPOJIei

[TaponbHble cucTeMBl WACHTH(GUKANWK/AyTeHTU(GUKALNN SBISETCA OJHUMH W3 OCHOBHBIX M Hambolee
pacupoctpaneHHEIX B C3M MeTOmoOB TOJNB30BaTeNbCKOM ayTreHTH(UKanuu. B manHOM cimydae wH(poOpManmet,
ayTeHTH(UIMPYIOEH TONb30BaTeNsl, SBIACTCS HEKOTOPBI CEKPETHBIH Mapojb, HM3BECTHBIH TOJBKO JICTAIEHOMY
MOJIb30BATENIO.

CoOBOKYITHOCTh HAEHTH(UKATOpa W Mapojs II0JIb30BATENsl Ha3bIBAETCS €ro YYeTHOH 3amuchio. basa maHHBIX
I0JIb30BATENEN TIAPOJIBHON CHCTEMBI CONEPIKUT YUETHBIE 3aIIUCH BCEX €€ T0JIb30BaTEIIEH.

[TaponbHBIE CHCTEMBI SBJISIOTCS 3a4aCTYIO «II€PETHUM KpaeM 000pOHBD» Beel cucTeMbl Oe3onmacHocTH. OTAETIbHbIE ee
3JIEMEHTHI MOTYT OBITH PACIOJIOKEHBI B MECTaxX, OTKPBITHIX IS JOCTYyHa NMOTEHLIHAIBHOMY 3IOYMBIIUIEHHHUKY (B TOM
yrcae U 6a3a JaHHBIX YYETHBIX 3alMceil mojp3oBatesneil). B cBs3u ¢ 3THM, MaposibHBIE CUCTEMBI CTAHOBATCS OJHUM H3
HanOosee TPHUBIEKATENbHBIX I 3JO0yMBINUICHHHKA OOBEKTOB aTaku. OCHOBHBIMHM THIAMH Yrpo3 Oe30I11acHOCTH
MIapOJIBHBIX CHCTEM SIBIISIOTCS CIIETYIOLIHE.

1. TlepeGop maposneii B MHHTEpaKTHBHOM PEKUME.

2. Tlomemotp mapours.

3. IlpenHamepeHHas repeaava Maposs ero BIAAENbIEM APYTOMY JIHILY.

4. Kpaxa 6a3bl JaHHBIX YUETHBIX 3allUCel ¢ JalbHEHIINM ee aHAIN30M, IT0J00POM TTapoJIs.

5. IlepexBatr BBOAMMOro maposisi mytem BHeApeHHs B KC mporpaMMHBIX 3aKiajok (KJIaBHATYypHBIX IINHOHOB);
IepexBat napoJs, NepeaBaeMoro 1o CeTH.

6. CoumanbHas HHXEHEPHS.

MHorue HeIOCTaTKH MapoJIbHBIX CHUCTEM CBS3aHBI C HAJMYHMEM YelOBEYeCKOro (akTopa, KOTOPHIH MPOSBISETCA B
TOM, YTO IIOJIB30BAaTElb, 3a4acTyI0, CTPEMHUTCS BHIOpATh Mapojb, KOTOPHIN JIETKO 3alIOMHHUTH (a 3HAYMT U IOR00paTh),
3aIMcaTh CI0XKHO 3alIOMMHAEMbIH MapoJb, BBECTH MApOJb TaK, YTO €ro MOTYT YBHUAETHh IOCTOPOHHHE, NepeaTh Mapob
JpYromy JIMIy HaMEepEeHHO WM TIO/1 BIUSHUEM 30Ty K ICHHUS.

18. IlapoubHble cHCTeMBl HICHTH(GUKAIMHA W AayTeHTH(HUKANMH MHoJb3oBarTeleil. KonmuecTBeHHasi oneHka
CTOMKOCTH NAPOJIbHBIX CHCTEM

KonnuecTBeHHAss OIIGHKA CTOWKOCTH MApOJIBHBIX CHCTEM MOXET OBITh BBIOJHEHA C ITOMOINBIO CIETYIOMIETO
MOIX0/1a.

IIycth A — MomIHOCTH andaBuTa mapojiell (KOJIMYECTBO CHUMBOJIOB, KOTOpPBIE MOTYT OBITh HCIIOJB30BAHBI TMPHU
cocTaBJIeHHH HapoJisi). Hanpumep, eciy mpy cOCTaBICHNH NapoiIsi MOTYT OBITh MCIIOJIB30BAaHBI TOJIBKO MajIble aHTITHMHACKNE
OykBEI, TO A=26.

L — mmmHa maposis.

S = A" - 9HCII0 BCEBO3MOMKHBIX MAPOJIEi AJIHMHbI L, KOTOpBIE MOXKHO COCTABUTh U3 CUMBOJIOB andaBuTa A.

V — ckopocTh niepedopa maposieit 30 yMBIITUICHHUKOM.

T — MakCHUMaJIbHBIA CPOK ASHCTBHS MApPOIIS.

Torma, BeposiTHOCTh P monmGopa maposisi 3JI0YMBINUICHHHKOM B TEYEHHWH CpPOKa ero neiictBus T ompenmensercs o
crepyoouei popmye.



_VFT V*T
s A

Oty GOpMYITy MOKHO 00paTUTh AJIsl PELISHHs CIISAYIOLIEeH 3a/1auu:

3AJAYA. Onpenenurb MHHAMaJbHBIE MOIIHOCTH andaButa maposieil A u JummHy maposeit L, oOecrnieunBarommx
BEPOSITHOCTh 110/100pa Mapoiisl 3JO0YMBIINIJICHHMKOM He Ooyiee 3ajaHHOW P, mpu ckopoctn monbopa mnaponeit V,
MaKCHUMaJIbHOM Cpoke feifcTBus mapois T.

JlanHas 3ajmaya MMeeT HeoJHO3HauHoe pemieHue. [Ipu ucxonusix gaHHelx V,T,P ofHO3HAaYHO MOXKHO ONpeENeNUTh
JIMIIb HYDKHIOKO TPaHMIly S* ynciia BCEBO3MOXKHBIX Taposieil. LlenouncienHoe 3HaueHne HWKHEH IpaHUIbl BHIYUCISETCS
o hopmyIe

oo [v *T} Q)
P
IZie - LeJas 4acTh YUCIIa, B3STas C OKPYIJIEHHEM BBEpX.
TMocre HaxOKICHMS HIDKHEH TpaHuIlbl S* HeoOX0auMO BBIOpaTh Takue A 1 L, 4TOGHI BBITONHSIIOCH HEPABEHCTBO (2).
S*<S=A"(2)

ITpu BbIOOpE S, YAOBIETBOPSIOIIETO HEPABEHCTBY (2), BEPOSTHOCTH MOAOOpa MapoJisi 3J0YMBIIUIEHHHKOM (TIpH
3agaHHbIX V u T) OyzneT MeHblIe win paBHa P.

[Tpu Beruucnenusix no gopmynam (1) u (2), BETMYUHBI JOJIKHBI OBITH IPUBEAEHBI K OJTHON pa3MEPHOCTH.

19. UnenTudpuxanus u ayreHTUGUKALUS N0Jb30BaTe/Iel ¢ HCIOJIb30BAHMEM TeXHMYECKHUX YCTPOiicTB
[lpy mpeHTHUKADUKA/ayTEHTU(DHUKALME TOJNB30BATENICH € HCIONb30BaHHEM (DU3MYECKUX YCTPOWCTB, B KauecTBE

MOJIB30BATENILCKOTO MICHTH(HUKATOPA HCIOJB3YeTCsl HEKOTOPOE TEXHHYECKOE YCTPOMCTBO, coIepiKallee yHUKaJIbHBIH
UIeHTH(OUKAIMOHHBIA HOMEp, HCIIOIb3YEeMbIi IS peIleHNs 3a1a4 WACHTU(QHKAIMY BIaJesbla, a B OTACIBHBIX CIIyqasX U
CEKPETHYI0  ayTeHTHOUUHUPYIOIYI0  HWHOOpPMALHWIO, OTPAaHWYMBAIOIIYI0  JOCTyn K  yctpoicrBy.  Illupoko
pacipocTpaHEHHBIMH TEeXHUYCCKHMH yCTpOMCTBaMH, HCIIOJIB3yEeMBIMU UL peLnieHus 3amayq
uAeHTH(UKALNH/ayTEeHTU(UKALUH TOJTb30BaTEIICH SBISIOTCS:

— uaeHrudukarops! iButton (Touch Memory);

— OECKOHTAKTHBIE PaIMOYaCTOTHBIC KapThl proximity;

— IUIACTUKOBBIC KapThl;

— imoun e-Token.

20. UnenTudukanusi ¥ ayTeHTU(PUKALUA C MCIOJIb30BAHNEM HHAUBHMAYAJIbHbIX 0MOMETPUYECKUX XAPAKTEPUCTHK
M0JIB30BaTes

ITon OmomeTpukoil MOHMMAaeTCsl WCIONb30BAaHHWE VIS ayTEHTH(HKAIMM JUYHOCTH HHIMBHUAYAJIbHBIX HMPU3HAKOB
yejoBeKka. B kauyecTBe OMOMETPHYECKHX XapPAKTEPUCTHUK, KOTOPBIE MOTYT OBITh HCIIOJIB30BAHBI IIPU AayTEHTU(HUKALIH
cyOBeKTa JOCTYIIa, MOXKHO yKa3aTh CIEAYIONIHE:
OTIICYUATKH IAJIBIICB,
reomeTpryeckas opma pyk;
y30p paay>kKHOM 00OJIOYKHU U CETYATKH IJIa3;
(dhopma u pazmepsl IuIa;
0COOEHHOCTH T'0JI0Ca;
OroMexaHNYEeCKNe XapaKTEePUCTHKHU TT0YepKa;
OMoMexaHNYECKNE XapaKTEPUCTHKN «KIaBUATypHOTO MOYEpKay.

OCO6€HHOCTBIO MIPUMEHEHHUsT OMOMETPHUYECKHX CHUCTEM WACHTU(QUKALMK W AyTeHTU(PHUKAMH JIMIHOCTH II0
CPaBHEHUIO C IpyTUMH Kitaccamu cucteM W/AY sBisitoTes crenyromme:

Nogah~wdhE

1. HeobxomumocTs 00ydeHHs OHMOMETPHUYECKOH CHCTEMBI Ui KOHKPETHBIX IIOJB30BaTellel, 3adacTyro,
JIOCTaTOYHO JUIUTEIBHOTO.

2. Bo03MOXHOCTH OIIMOOYHBIX OTKA30B 1 OMUOOYHBIX MOATBEPKACHUNA TP ayTeHTU(DUKAIMH [T0JIb30BaTeNeH.

3. Heo6xomnMOoCTh HCIIONIB30BaHMS CIICIMATIBHBIX TEXHUYECKHUX YCTPOWCTB HJISI YTEHUS OMOMETPHUYECKHX

XapaKTEePUCTUK, KaK MNPaBHJIO, IOCTATOYHO JOPOTOCTOSIIMX (32 HUCKIIOUEHHEM, OBITh MOXET, ayTeHTH(UKAIMU 10
KJIaBHATYPHOMY TTOYEPKY).

4.2.2. TIpakTH4ecKkoe 3alaHne

4.2.2.1. Ilopsinok npoBeJeHHUS U NPOLEAYPA OLCHUBAHUS.

[Mpennaratorcst 3agadu Ha NPOBEPKY YMEHWH NPOBOAUTH NPAKTHYECKHE pPacyUeThl, AHAIM3UPOBATH IOJyYEHHBIC
pe3yNbTaThl; Ha BIIAJICHUE HABBIKAMU IPUMEHEHHUS METOJOB KpHUNTOTpaduH, NPaBMIBLHO (OPMHUPOBATH BHIBOABI H
3aKJIIOYEHUSI.

4.2.2.2. Kputepuu olleHUBaHMs.

«3auTeHo» CTAaBUTCH, €CJIN
33.}13HI/IG BBITIOJTHEHO MOJIHOCTBIO U IIPABUJIBHO.



«He3auteHo» CTaBUTCH, €CJIN
3az[aHI/1e HE BBIITOJIHCHO WJIU BBIIOJHEHO C OOJIBIIUM KOJIUYECTBOM q)aKTI/I‘{CCKI/IX 1 BBIYUCIIMTEIIBHBIX OIIHOOK.

4.2.2.3. OueHo4HbIe cpeICTBA.

3aganme 1. 3ammdpyiite cioBo «3ammra» mmppom ['poHcdenbaa ¢ kmowom 12 u andaButom
«a0BrIe&K3UHKIIMHOTIPCTY DX ITYIIIIIBBIBIIOS».

OTBeT: UBBKYB

3aganme 2. 3Sammdpyiite ciuoBo «3ader» mmppom llesaps ¢ kmodoM 5 W HCmome3ysd  aindaBwT
«a0BrAe&K3UHKIIMHOTIPCTY (DX ITUIIIIBBIBIIOS.

OtBeT: BIIMECHT

3aganune 3. 3ammdpyiite cioBo «wmHDOpMarmsay muppoM BinkeHepa ¢ kmodoMm "3amuTa" W UCIONB3YS al(aBHUT
«a0BrAe&K3UHKIIMHOTIPCTY (P XITUIIIIBBIBIOS .

OTBeT: pHHUTM3I(B3

3apanue 4. 3ammdpyiite Teket «bBAI AXK» nmdpom Liesaps ¢ xrouam K=3.

Orser: JIMKIH

3ananue 5. 3ammppoBars TeKCT «JloM», UCTIONB3YS IU(P MPOCTOH MOHOAN(PABUTHOH 3aMEHBI.

Orget: bIAH

3ananue 6. 3aummdposats oTkphITHIi TekcT «<HEPYKOTBOPHBIN» ¢ momonisio mudpyromeii raGumps Tpucemyca.
Orser: XKYIBIAIIEOIIIKTL

3aganne 7. HeoOxommmo 3ammdpoBatre ucxomnoe coodbmenne «HOUEBAJIA TYYKA 30JIOTAS» mmdpom
I'porcdenpaa, B kadecTBe Kimtoya B3sTh K=193431.

Otser: OYBMEBMUXYBJIEPCIICYBE3

3aganne 8. 3ammdposare coobmenne [TPMJIETAIO JJHEM mo meromy BmkwHepa ¢ MOMOIIBIO KIIFOUEBOTO CJIOBA
CUCTEMA

Ortser: BIIOMSIAII MSTUC

3aganme 9. 3amudposars oTKpeIThIN TekeT «[IPUE3XKAIOJJHEM» MeTooM nepectaHoBKH ¢ Kimrouom K=3142.

Otset: UITEP A3IOX EJIMH

3aganme 10. 3ammdpyiite oTkpeiThid TekcT «BOCEMb MAPIHIPYTOB» ¢ oMolipio nepecTaHOBOK ['aMHIbTOHA MU
HCIIONB30BaHUH B KAYECTBE KIII0Ya JBYX NEPECTAHOBOK, IPE/ICTABIEHHBIX HA PUC.

Otser: MBCECHEM YOIITAPTBP
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mocobne/I muackasE.B., YwuapmrH.B. - Mockea: HHUI[ HWHOPA-M, 2016. - 118 <c. (Bricmee
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